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Origins 

Device independence etc 



	
  
	
  

Diverse and evolving field!

QKD!

	
  

	
  

IMPLEMENTATIONS!
!
§  detectors!
§  repeaters!
§  memories!
§  continuous variables!
§  decoy states!
§  hacking!
§  …!

	
  

	
  

FOUNDATIONS!
!

§  uncertainty relations!
§  Bell’s inequalities!
§  non-locality!
§  PR boxes!
§  device independence !
§  free will!
§  …!

	
  
	
  

SECURITY PROOFS!
!
§  composable security!
§  de Finetti’s theorems !
§  post-selection!
§  …!

	
  

	
  

OTHER PROTOCOLS!
!
§  oblivious transfer!
§  bit commitments  !
§  authentication!
§  …!

COMERCIALISATION!
§  design adaptation 

(plug and play)!
§  …!

	
  
	
  

LIMITED RESOURCES!
!

§  bounded storage!
§  noisy memories   !
§  …!

	
  

	
  

RELATED !
§  communication complexity!
§  privacy amplification !
§  error correction, hashing!
§  randomness extraction!
§  …!

	
  

	
  

QUANTUM INFORMATION!
§  channel capacities!
§  … !



How far can we send entangled  photons?!

Attenuation

(optical fiber)


Attenuation

(optical fiber)


Detection
Detection


For l=1000 km we get one pair of entangled photons every 300 years 




Direct


Relays


Repeaters


Simultaneous entanglement required in all links

No advantage


Quantum memories required

Benefits over long distances


We can do better…    ! (talk by Nicolas Gisin)!



Cryptography from noisy storage !

 
 

Goal: Secure identification!

“I’m Alice!”	



password	
   Stored	
  
password	
  

Same? 

Yes/No	



Dishonest Alice: !
Should not impersonate someone else.!

.	



Dishonest Bob:!
Should not learn passwords of users he !

doesn’t already know!

	
  
	
  

	
  

	
  
	
  Impossible without assumptions!

Possible if cheating party’s!
    - storage is small!
 (Bounded storage model)!
    - storage is large but noisy!
  (Noisy storage model)!

(talk by Stephanie Wehner)!

Steady progress in analyzing more 
complex and sophisticated attacks. !
Security linked to adversary's ability 
to store quantum rather than classical!
information!

	
  
	
  

Other restrictions?!
!
Time, energy supply…!
!



Understanding security!

Simplification of security proofs: quantum de Finetti or post-selection !

Composibility issues: security criteria revisited!

NO! YES!



Locking!

which implies !

Small accessible information does 
not imply composable secrecy !!

Information about the remaining bit may be unlocked!!



Power of random permutations!

secure against collective attacks + permutations = secure against any attacks 	





	
  

	
  

Quantum de Finetti !

PERMUTATION !
INVARIANT!

SYMMETRIC!
PURIFICATION!

ρ k − piσ i
⊗k

i
∑ ≤ 4d 2 k

n

k n− k

QKD application: k / n = deviation from perfect key = key rate, not good… !

Exponential version of quantum de Finetti, post-selection !

ρn



Post-selection…!

	
  

	
  

	
  

	
  

ρn

σ ⊗n

PERMUTATION !
INVARIANT!

I.I.D.!

FAILS WITH PROBABLITY 
LESS THAN!

FAILS WITH PROBABLITY 
LESS THAN!

poly(n) ✏

✏ ⇡ 2��n



Entanglement after Schrödinger…!

Manuscript by Schrödinger  dated back to 1932 or 1933. 
Discovered by Matthias Christandl and Lawrence Ioannou in the 
Schrödinger archive in Vienna.  



	
  

	
  

Uncertainty after Heisenberg!
2

FIG. 1: Illustration of the uncertainty game. (1) Bob sends a particle to Alice, which may, in general, be entangled with his
quantum memory. (2) Alice measures either R or S and notes her outcome. (3) Alice announces her measurement choice to
Bob. Our uncertainty relation provides a lower bound on Bob’s resulting uncertainty about Alice’s outcome.

ory, B. Mathematically, it is the relation

H(R|B) +H(S|B) � log
2

1

c
+H(A|B). (2)

The uncertainty about the outcome of measurement R
given information stored in a quantum memory, B, is de-
noted by the conditional von Neumann entropy, H(R|B).
The additional termH(A|B) appearing on the right hand
side quantifies the amount of entanglement between the
particle and the memory. We sketch the proof of this
relation in the Methods section and defer the full proof
to the Supplementary Information.

We continue by discussing some instructive examples:

1. If the particle, A, and memory, B, are maximally
entangled, then H(A|B) = � log

2

d, where d is
the dimension of the particle sent to Alice. Since
log

2

1

c cannot exceed log
2

d, the bound (2) reduces
to H(R|B)+H(S|B) � 0, which is trivial, since the
conditional entropy of a system after measurement
given the quantum memory cannot be negative. As
discussed above, Bob can guess both R and S per-
fectly with such a strategy.

2. If A and B are not entangled (i.e., their state
is a convex combination of product states) then
H(A|B) � 0. Since H(R|B)  H(R) and
H(S|B)  H(S) for all states, we recover Maassen
and U�nk’s bound, Equation (1).

3. In the absence of the quantum memory, B, we
can reduce the bound (2) to H(R) + H(S) �
log

2

1

c + H(A). If the state of the particle, A, is
pure, then H(A) = 0 and we again recover the
bound of Maassen and U�nk, Equation (1). How-
ever, if the particle, A, is in a mixed state then

H(A) > 0 and the resulting bound is stronger than
Equation (1) even when there is no quantum mem-
ory.

4. In terms of new applications, the most interest-
ing case is when A and B are entangled, but not
maximally so. Since a negative conditional entropy
H(A|B) is a signature of entanglement [8], the un-
certainty relation takes into account the entangle-
ment between the particle and the memory. It is
therefore qualitatively di↵erent from existing clas-
sical bounds.

Aside from its fundamental significance, our result has
impact on the development of future quantum technolo-
gies. In the following we will explain how it can be ap-
plied to the task of witnessing entanglement and to con-
struct security proofs in quantum cryptography.
For the application to witnessing entanglement, con-

sider a source which emits a two-particle state ⇢AB .
Analogously to the uncertainty game, we measure A with
one of two observables, R or S. Furthermore, a second
measurement (of R0 or S0) should be applied to B trying
to reproduce the outcome of the first. The probability
with which the measurements on A and B disagree can
be directly used to upper bound the entropies H(R|B)
and H(S|B). For example, using Fano’s inequality, we
obtain H(R|B)  h(pR)+pR log

2

(d�1), where pR is the
probability that the outcomes of R and R0 are not equal
and h is the binary entropy function. If this bound and
the analogous bound for H(S|B) are su�ciently small,
then our result, (2), implies that H(A|B) must be nega-
tive, and hence that ⇢AB is entangled.
Note that this method of witnessing entanglement does

not involve a (usually experimentally challenging) esti-
mation of the D2 matrix elements of ⇢AB , where D is

ΔR ⋅ ΔS ≥ 1
2

R,S[ ]

H (R)+H (S) ≥ log2
1
c

H (R | B)+H (S | B) ≥ log2
1
c
+H (A | B)

	
  

	
   	
  

	
  

(talk by Marco Tomamichel)!



EPR: worry about reality 

Do photons have predetermined values  
of polarizations? 



Long mileage out of simple idea…!

PHOTONS DO NOT CARRY PREDETERMINED VALUES OF POLARIZATIONS 

IF THE VALUES DID NOT EXIST PRIOR TO MEASUREMENTS  THEY  
WERE NOT AVAILABLE TO ANYBODY INCLUDING EAVESDROPPERS 

TESTING FOR THE VIOLATION OF  
BELL’S INEQUALITIES TESTING FOR EAVESDROPPING = 



A0,A1, A2 B0,B1,B2

EVE 

S = A1B1 + A1B2 + A2B1 − A2B2

Device independent !

Pg ≤
1
2
1+ 2− S / 2( )2( )

key rate = − logPg − h(A | B)



Device independent !

Pg ≤
1
2
1+ 2− S / 2( )2( )
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S
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(talk by Toni Acin)!



Detection efficiency issue 

S =η2 S2 + 2(1−η)η S1 + (1−η)
2 S0 ≥ 2

2 2 0 2

Detection failures must not be ignored 

If detection fails assume outcome +1  

η ≥
2

1+ 2
≈ 0.83



Assumptions!

Alice’s and Bob’s labs are secure - no information leaks 

Alice and Bob have free will and can choose their observables 

Alice and Bob control and trust devices in their labs  

Alice and Bob know the carriers, e.g. dimensionality of associated Hilbert space 

EVE  
WITH 

SUPERIOR 
TECHNOLOGY 



Let us get paranoid – “free will” issue…  

A1 B1 A1 B2 A2 B1 A2 B2

p

1− p
3

Malicious Manipulator (MM) knows the settings 
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“Free will” issue…  

A1 B1 A1 B2 A2 B1 A2 B2

1
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S = 2

S = 2 2

S = 4

local-realism 

quantum 

Beyond quantum… 

Polytope of non-signaling 
correlations  

non-classical hence 
secure key distribution 



To boldly go where no man has gone before… 



Lets us get philosophical…!

DEFINITION  OF EAVESDROPPING 



Some tacit assumptions!

MEASUREMENT	


Only one outcome	





When “reality” happens and how?!

-1	

+1	



no “reality” 
???? 

“reality” 



€ 

ak e → ak ek
MEASUREMENT = UNITARY EVOLUTION 

NO NEED FOR PROJECTION POSTULATE 

0

1

0

1

1e

0e

e

€ 

⊗

€ 

⊗

Keep it simple – Hugh Everett (1957)!



€ 

a1 apparatus1 me1

€ 

a2 apparatus2 me2

€ 

a3 apparatus3 me3

Everett’s reality!

I PERCEIVE ONE OUTCOME BUT ALL OCCUR 

NO SPECIAL STATUS TO OBSERVERS 

NO MODIFICATION OF THE FORMALISM 

NO PROJECTION POSTULATE 

NO BELL’S THEOREM 



SOLIPSISM	


only my mind exists	



POSITIVISM	


Physics describes perceptions	



(Bohr, Heisenberg)	



REALISM	


Physics describes reality	


(Einstein, Schrödinger)	





So what is the story with this reality? 

EPR VISION OF REALITY 
IS TOO SIMPLISTIC 

IS EVERETT’S MULTIVERSE 
A GOOD SUBSTITUTE? 

 
IMPACT ON SECURITY? 


