Security of continuous-variable quantum key distribution against general attacks
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Introduction — Quantum key distribution (QKD), the art of distilling a secret key among distant parties in an
untrusted environment, is certainly the most studied quantum cryptographic primitive. Since the seminal papers of
Bennett and Brassard [1] and Ekert [2], considerable progress has been made in terms of security proofs [3]. Most well
know protocols are today known to be secure against arbitrary attacks even in the realistic finite-size regime. This is
a remarkable result, as guaranteeing security against any potential attack is in principle an extremely complex task.
Security proofs generally circumvent this problem by using the natural permutation invariance of most QKD protocols
to show that it is sufficient to guarantee security against attacks where the eavesdropper interacts independently and
identically with every communication signal. In an entanglement-based description of QKD, this will be identical
to assume Alice and Bob’s joint state pa»pn having an identical and independently distributed (i.i.d.) structure
pPAnBn = Ufg. The reduction of security against general attack to the i.i.d. scenario is usually achieved with the
use of either de Finetti like theorems [4] or the postselection technique [5]. Unfortunately, for some protocols these
tools cannot be applied. This is the case of discrete-variables protocols such as DPS [6] and COW [7], which are
not permutation invariant, as well as device-independent QKD (where Alice and Bob’s equipment is not trusted) and
continuous-variable (CV) protocols. In the last two cases, the techniques of Refs. [4, 5] can not be applied as the
the dimension of the relevant Hilbert space is infinite whereas both results are only valid for (reasonably small) finite
dimensions.

In this work, we are interested in continuous-variable QKD protocols, i.e. where detection of the quantum states
consists of measurement of the light-field quadratures (homodyne or heterodyne) instead of photon counting (see Ref.
[8] for a recent review). From an experimental point of view, they present many advantages over discrete-variable
protocols. More importantly, they can be implemented with standard telecom components and are compatible with
standard wavelength division multiplexed telecommunication components. Secondly, quadrature measurements do
not require any photon counters and achieve higher repetition rates than current single-photon detectors. Distri-
bution of secret keys over long distances (more than 80 km) is currently achievable [9], making continuous-variable
protocols competitive with respect to their discrete-variable counterparts. Their security analysis, however, is tech-
nically challenging due to the infinite-dimensional nature of the Hilbert space with which they are described. Among
continuous-variable protocols, the so-called Gaussian ones are the most popular ones, primarily due to the exper-
imental simplicity. Their prepare-and-measure schemes start by Alice sending coherent states or squeezed states
with a Gaussian modulation followed by an homodyne or heterodyne measurement at Bob station. Equivalently
one can devise an entangled-based scheme where Alice prepares an entangled two-mode squeezed vacuum state (the
continuous-variable equivalent of the Bell pair), keeping one mode and sending the other one to Bob through the quan-
tum channel. Then both parties measure their respective state with either an homodyne or heterodyne detection,
obtaining two strings of correlated real-valued data. Finally, Alice and Bob extract a secret key through information
reconciliation [10] and privacy amplification.

The security of Gaussian protocols in the aymptotic regime is rather well understood. A recent version of the de
Finetti theorem compatible with infinite-dimensional Hilbert spaces [11] can be used to reduce the security proof to
studying the i.i.d. scenario, which was analyzed in [12, 13] where the optimal attack were shown to be Gaussian
attacks . The security of finite-size key exchanges has attracted attention recently, due to their relevance for realistic
implementations. A crucial step in that direction is proving the reduction from general attacks to the i.i.d. scenario.
Currently, two results in this direction are known. The first one is a version of the de Finetti theorem compatible
with infinite-dimensional Hilbert spaces [11]. In that case, the usual protocol is modified by the addition of a test.
Conditioned to the success of this test, security against coherent attacks is guaranteed. Unfortunately, this only
applies for unrealistic scenarios where the number of signals exchanged between Alice and Bob is way beyond what
can be achieved experimentally. Therefore, this result appears as a proof of principle (useful for the asymptotic regime
reduction) but needs to be dramatically improved in order to assess the security of experimental implementations.
The second result makes use of an entropic uncertainty inequality [14]. The main advantage of this result is that,
unlike de Finetti’s theorem, it is compatible with realistic finite-size effects. Unfortunately, it is not compatible with
realistic experimental parameters. In particular, the tolerated losses correspond to a few hundred meters only.



Main result — In this paper, we give the first security proof of CV QKD against general attacks, which guarantees
a secret key rate for realistic experimental regimes, in terms of losses and noise, and taking into account finite-size
effects. We prove that any Gaussian protocol that is e-secure in an i.i.d. scenario becomes é-secure against general
attacks, where € = e x 2rP°(ogn)  This is sufficient in general since ¢ can be made exponentially small in n at the
price of reducing the asymptotic key-rate by a arbitrarily small fraction. Our proof exploits the specific symmetries
of CV QKD in phase-space [15] showing that the protocols can be well-approximated by a finite-dimensional protocol
with a reasonably small dimension, which allows us to use the postselection technique [5].

Sketch of the proof — Our result is a reduction of the security against coherent attacks to that against collective
attacks. Let us suppose that our CV QKD protocol of interest, let us note it &gy, is secure against collective attacks.
Here, & is a CP map from the infinite-dimensional Hilbert space (Ha ® Hp)®" to the set of pairs (Sa,Sp) of I-bit
strings (Alice and Bob’s final keys, respectively) and C, a transcript of the classical communication. In order to assess
the security of a given QKD protocol, it is useful to compare it with an ideal protocol. Such an ideal protocol can
be constructed (at least in principle) by concatenating the protocol with a map S taking (S4, Sp,C) as input and
outputting the triplet (S, S, C) where the string S is a perfect secret key (uniformly distributed and unknown to Eve)
with the same length as S4. By construction, the protocol Fy := S o &y is secure since it always outputs a secret key.

We need to slightly modify the protocol & in order to establish its security against general attacks. This is done
by appending to it an initial test 7. More precisely, 7 is a CP map taking a state in a slightly larger Hilbert space,
(Ha ® Hp)®H*)  measuring k suitably chosen modes (identical for Alice and Bob) and comparing a function of the
measurement outcomes to a value fixed in advance. Crucially, the test 7 commutes with the measurements and can be
performed on Bob’s classical measurement results. After measuring his n+ & modes, Bob holds a (n + k)-dimensional
real-valued vector ¥z (for a protocol with homodyne detection). He then chooses a random subspace T of R"** of
dimension k (this can be done with complexity O(kn)) and compares the square norm Y} of the projection of Zg
onto T to a threshold value Y7 fixed in advance. The test succeeds if the norm is smaller than Y7, in which case
Bob describes T' to Alice and and they both apply the usual protocol &y to their respective n-dimensional vectors
orthogonal to T'. Otherwise the test fails and the protocol is aborted. When the test passes, it means that the global
state is compatible with a state containing only a low number of photons, that is a state well-described in a low
dimensional Hilbert space.

In the following, we are interested in proving the security of the modified protocol £ := &y o 7 against coherent
attacks. This is done by deriving an upper bound on the diamond norm ||€ — F||, between the true protocol £ and
its ideal counterpart F := S o &£, where the diamond norm is defined as

€ = Fllo := sup [|(€ = F) @idc(pasp)ll; ; (1)

PABE

where the supremum is taken over (H 4 ® Hp)®" %) @ K for any auxiliary system K. Remark that if diamond norm

is bounded by ¢, it means that Alice, Bob and Eve together cannot distinguish the true protocol £ from the ideal one,
F, with a probability of success larger than 1/2 + e¢. The protocol £ will be e-secure against arbitrary attacks when
1€ = Fllo < e.

All the subtlety of our result resides in proving that when the test succeeds (i.e., Y < Y7), the global state
shared between Alice and Bob is compatible with a low number of photons per mode, that is, a state well-described
in a low dimensional Hilbert space. To prove that, we introduce the (virtual) CP map P which projects a state
in (Ha ® Hp)®" onto a low-dimensional Hilbert space (Ha ® Hp)®" where H4 := Span(|0),[1),---,|da — 1)) and
Hp := Span(|0), 1), -+, |dp — 1)) are respectively a d4 and a d-dimensional subspace of the Hilbert spaces H 4 and
Hp. Remark that the CP map P is only a theoretical artifact of our proof but do not need to be implemented in
the real protocol, contrary to 7. We then define the (virtual) protocols € = &y oP o7 and F = S o £ which are
intrinsically finite dimensional, due to the presence of P. This means that one can analyze the security of & with the
help of the postselection theorem [5]. The remaining element is a proof that the protocol € is close (for the diamond
distance) to the true experimental protocol £. For this, we use the following theorem, proven in the long version of
the paper,

Theorem 1. (Informal.) For any state in papg € (Ha ® Hp)®"tH o K,
|| (idpen —P) 0T ®idc(pape)ll <, (2)

where € is a function of k,n, the dimensions dy and dp of the projection P and the threshold Yz in the test T.



The security of the protocol £ is then a consequence of the following derivation

1€ = Fllo < |I€ = Fllo + 1€ = Ello +IIF = Fllo 3)
= ||€ = Fllo + [[€0 0 (id =P) o Tlle + ||Fo o (id = P) o Tfo (4)
< €= Fllo +2//(id = P) o 7], (5)

where we used the triangle inequality in Eq.(3) and the fact that the CP maps &, and F; cannot increase the diamond
norm in Eq.(5). Finally, we bound the first term of Eq.(5) using the postselection theorem [5] and the second term
using the Theorem 1 above.

Conclusion— We have proved that Gaussian continuous-variable QKD protocols, using a Gaussian distribution of
coherent or squeezed states and homodyne or heterodyne measurement, are secure against arbitrary attacks. Our
proof exploits the specific symmetries in phase-space of Gaussian QKD protocols to prove that once a simple test over
the measurement outcomes succeeds (Y; < Y7), the global state shared between Alice and Bob is well decribed by
assigning a low dimensional Hilbert space to each mode. Then one can use the postselection technique introduced in
Ref. [5] for discrete-variable protocols to conclude. Our result greatly improves over previous ones using either a de
Finetti theorem or an entropic uncertainty principle which could not be applied to prove the security of protocols in
realistic experimental implementations. Finally, our result seems to indicate that in order to prove the security of any
QKD protocol one should exploit all the available symmetries of the protocol, beyond the traditional permutation.
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