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Motivation

: Alice & Bob have a box computing f on private inputs x and v




Motivation

o : Alice & Bob have a box computing f on private inputs x and v

@ : dishonest Bob might deviate from profocol to learn more

about Alices input x
o quantum communication




Secure Function Evaluation

@ : Alice & Bob have a box computing f on private inputs x and vy
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Main Impossibility Result

@ Theorem: If a quantum protocol for the evaluation of f is
correct and , then Alice can
the protocol.

dishonest Alice

for all x

@ Theorem: If a quantum protocol for the evaluation of f is
e-correct and , Then Alice can
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History

~1970: Conjugate Coding [Wiesner]

1984: Quantum Key Distribution [Bennett Brassard]
~1991: Bit Commitment and Oblivious Transfer?
1997: Bit Commitment [Lo Chau, Mayers]

1997:  One-Sided Secure Computation [Lo]

Really no Quantum Bit Commitment?

2007:  BC [D'Ariano Kretschmann Schlingemann Werner]
2007: Some Functions are [Colbeck]

2009: Secure Computation has to Information [Salvail
Sotakova Schaffner]

this work: of Two-Sided Deterministic
Computations
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Talk QOutline

explain Los impossibility proof
problem with two-sided computation
security definition

impossibility proof

conclusion



[Lo97] Impossibility Result

@ Theorem: If a quantum protocol for the evaluation of f is
correct and , tThen Alice can
the protocol.

dishonest Alice

for all x

@ holds only for one-sided computations
@ error with number of inputs



[Lo97] Impossibility Resul’r

f(x,y) V) aB L

@ only Alice getfs oufput

@ wlog measurements are moved to the end, final state is pure
@ for inputting y in superposition, define:

V) g = Z Wmo’y>ABl ‘y>32
Y

@ security against :
tra(|v™Xv™ | ap) = p5 = pp = tra(|¥™ Xv™ | 45)



[Lo97] Impossibility Resul’r\

X Vi) LY
['(x,;',‘ ‘w >AB s
@ security against dishonest Bob:

tra(|9™ XY™ 45) = pB = pg = tra(|™ XY™ | 45)

@ implies existence of : (not dep on vy)

( ®IB) [¥*°) 45 = V") 4B

o starts with input xo, can read out f(xo,y),
switches to xi, reads out f(x,y) etc.

(Ua STl el -



Two-Sided Comp? % @

@ omty Alice gefs oufput
@ wlog measurements are moved to the end, final state is pure

@ for inputting y in superposition, define:

V) ap = Z |¢x0’y>ABl \y>32

@ security against dishonest Bob: g
tra([™ Xy ap) = P8 = Pp = tra(|¥™ (Y

@ implies existence of

(" ®1IB) [¥™) 45

3 starts with input xo, can read out f(xo,y),
switches to xi, reads out f(x,y) etc.

(Ua @I} |[9""%) 45 = [971) 45




Security Against Players With Output

F(XIY) ‘wmyy>AB J_

@ security against dishonest Bob without output:
tra([™ K™ 4p) = P8 = B = tralj9™ ™ | 4)

@ but given 2?2 (e.g. in the millionaires problem)

3 of intuitive notion of
i “is non-trivial

use the real/ideal paradigm




Security Definition

@ we : Alice & Bob interact with the ideal functionality

d we : Alice & Bob interact in a
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security holds if
world

looks like

to the outside




More Formal Security Definition
X N Kigy - o

f(x.y) Py’
: : ik A ‘jﬁ B : i o~ P B .*-."E:J;'. %
[ security holds if looks like ~ fo the oufside world j
@ protocol is secure against if
o for every input distribution P(x,y) and pxv = ¥ Pz, 9)|2) 4|y 5
@ for every in the oy
@ there exists a in the



Security against Bob => Insecurity against Alice

REAL IDEAL

ey gl try-(UABBpY)
l purification
@) ABB,yP



Security against Bob => Insecurity against Alice

REAL IDEAL

IDEAL

@ by Uhlmanns theorem: there exists a

L V) a,aBB, = |®) aBB,vP




Alices Cheating Strategy

ABB,Y P

1. plays honest but purified strategy
2.she applies the |
3.measures recister ¥ to obtain v.
4.due to correctness, we can show
that for all x: f(x,v) = f(x,y).

W>APABBP B ‘¢>ABBPYP



Error Case

@ our results also hold for s-correctness and
H o fd 2 2

@ Alice gets a value ' with distribution Q( ly) such that
for all x: Pr [ f(x,y)=Ff(x, ) ]2 1-O(¢) ,

@ in contrast to Los proof where the overall error
increases linearly with the number of inputs.

@ crucial use of



Conclusion & Open Problems

® completes our understanding of why

@ devil lies in w

@ is such a strong security definition necessary for
impossibility proof? can it be done with a weaker
definition?

® randomized functions?

4 )

Thank youl!




