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QKD Engine 
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QCRYPT 
Fast coherent-one way quantum key distribution 

and high-speed encryption 

1.  The COW QKD platform 
2.  The hardware key distillation engine 
3.  Telecom single photon detectors 
4.  Finite key results 
5.  Outlook and conclusions 
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Poster 51: T. Moroder et al. Security of distributed-phase-reference quantum key distribution. arXiv:1207.5544v1 [quant-ph]. 

Poster 24: C. W. Lim. Finite-key security analysis of a simple and efficient one-way quantum cryptography system. 
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The key distillation process  11 

tB 

12.5 % random sampling 

LDPC forward error correction 

Toeplitz hashing 

CRC sum 

Polynomial hashing 



Memory Throughput 

Key size 

Virtex 5 
FPGA 
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C. Roth, P. Meinerzhagen, C. Studer, A. Burg. "A 15.8 pJ/bit/iter quasi-cyclic LDPC decoder for IEEE 802.11n in 90 nm 
CMOS," Solid State Circuits Conference (A-SSCC), 2010 IEEE Asian, (2010) 
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FPGA resource usage  16 
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ε = r ⋅ (εQKD + rMAC ⋅ εMAC) 
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Dense wavelength division multiplexing  18 



Sine gated single photon detectors  19 

130 ps 
(fwhm) 

1.25 GHz 

η=10 % ↔ pdark=6⋅10-7 /gate 

N. Walenta et al. To be published in J. of App. Phys.(2012), arXiv:1205.3084v1 [quant-ph]. 
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76 ps (fwhm) 
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T. Lunghi et al., to appear in J. Mod. Opt., arXiv:1204.4594v1 [physics.ins-det]. 



Free-running SPD performance  22 

Efficiency 
at 1550 nm 

Deadtime Dark count rate 

10 % 10 µs 222 Hz 

15 % 10 µs 580 Hz 

20 % 10 µs 1454 Hz 

Efficiency 
at 1550 nm 

Deadtime Timing resolution 
(fwhm) 

10 % 20 µs 450 ps 

15 % 20 µs 280 ps 

20 % 20 µs 200 ps 

T. Lunghi et al., to appear in J. Mod. Opt., arXiv:1204.4594v1 [physics.ins-det]. 
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Sine gate 

Free running 
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⎯ Infinite key 
⎯ Finite key 
           - 106 bit block size 
           - εQKD = 4⋅10-9 
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Infinite key 
Finite key 
     - 106 bit block size 
     - εQKD = 4⋅10-9 



Finite key overnight run  26 

 779 kbps ± 147 kbps 

  103 kbps ± 10 kbps 

Sifted rate 

 0.979 ± 0.002   0.021 ± 0.0005 

Finite key rate 
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•  > 1 Mbps secret key rate 

•  New FPGA Virtex 6 

•  Activating authentication and key manager 

•  Integration in final housing 

•  Real network compatibility and integration 

•  Resistance against detector blinding attack 


