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Two-party crypto — concept

both honest — protocol goes through and result is as expected
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Two-party crypto — concept

Alice is honest = she is protected against dishonest Bob (e.g.
she catches him cheating, aborts the protocol or he remains
ignorant about her input) and vice versa
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Two-party crypto — examples

secure function evaluation coin flip

oblivious transfer (trusted, unbiased randomness)

commitment schemes
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Auction — motivation for commitment schemes

Auctioning is easy if a trusted third-party is available.
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Auction — motivation for commitment schemes

Sorry Wew

CLOSED
|

What if there is no trusted third-party? Be paranoid, trust nobody!
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Auction — motivation for commitment schemes

Sorry Win

l‘.LI]SEII

We could do it if we had a perfect [information-theoretic] safe.
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Auction — motivation for commitment schemes

Sorry Wen

CLOSED

Is this it?
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Commit phase
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Commit phase

Open phase




x

The commit phase is over...




x

Alice goes mad!




She wants to break the safe and read the message!




Bob goes mad!



He wants to influence the message, he wants to be uncommitted!




Security criteria

The scheme should be hiding.

Pguess — probability that Alice guesses the
commited bit correctly after the commit phase
is over

Definition
A bit commitment protocol is 6-hiding if the
fact that Bob is honest implies

1
Pguess < § + 9.
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The scheme should be binding.

Bob should not be able to
change his mind after the
commit phase is over.
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Dishonest Bob will have two different keys...




unveil 1

no
problemo
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External verifier Victor asks him to unveil 1.




unveil 1
please..

no

problemo
man: o 0
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‘\.ﬂ//

Bob attempts to unveil 1.




unveil 1

no
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p1 is the probability that Alice accepts the unveiling.




A bit commitment protocol is
e-binding if the fact that Alice is
honest implies that there exists a
bit ¢ € {0,1} such that p. < e.




Security criteria
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Definition

A bit commitment protocol is
e-binding if the fact that Alice is
honest implies that there exists a
bit ¢ € {0,1} such that p. < e.

What about superposition
commitment?

For any protocol Bob can commit
to an honest superposition and
achieve pp = p1 = %
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Definition

A bit commitment protocol is
e-binding if the fact that Alice is
honest implies that there exists a
bit ¢ € {0,1} such that p. < e.

What about superposition
commitment?

For any protocol Bob can commit
to an honest superposition and
achieve pp = p1 = %

Not satisfiable in the quantum
world...
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Security criteria

Definition

A bit commitment protocol is
e-binding if the fact that Alice is
honest implies that there exists a
bit ¢ € {0,1} such that p. < e.
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Security criteria
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Definition

A bit commitment protocol is
e-binding if the fact that Alice is
honest implies that there exists a
bit ¢ € {0,1} such that p. < e.

y

Definition

A bit commitment protocol is
e-weakly binding if the fact that
Alice is honest implies that
pot+pr<1l+e
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Security criteria
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Definition

A bit commitment protocol is
e-binding if the fact that Alice is
honest implies that there exists a
bit ¢ € {0,1} such that p. < e.

y

Definition

A bit commitment protocol is
e-weakly binding if the fact that
Alice is honest implies that
pot+pr<1l+e

Composability? forget it...
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Phase 1




Phase 1 Phase 2




Phase 1




Phase 1 Phase 2

commit open

2 ) : 2 -'
) N

agree on a bit

reveal the bit
independently
(in a consistent way)




Phase 1 Phase 2
commit open
o ~&
/

agre gy

Slop,
Slppy doe!

© spicitoodia bogspot com

reveal the bit
independently
(in a consistent way)










i've got moves like Tagger
you've got moves like Tagger
i've got mooooooo..




Local vs. global command

i've got moves like Tagger
you've got moves like Tagger
i've got mooooooo..

local command global command
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Local vs. global command

i've got moves like Tagger
you've got moves like Tagger
i've got mooooooo..

local command global command

tfrivial profocol is secure laccioal |
(divectly from no—signalling) "o Ccaz;ss\;cea Sgcvlfjeoco
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Local vs. global command

i've got moves like Tagger
you've got moves like Tagger
i've got mooooooo..

local command global command

trivial profocol is secure no classical protocol

(divectly from no—signalling) b
can be qu?we?
what aboud guantum
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Gade--

Alice creates n BB84 states . ..




..and sends them to Bob.




G-

Bob receives the qubits ...




commit to o commit to 1
l l
measure in Z measure in X
(6, (o7, @}

Qg de--

...and measures them in either computational or Hadamard basis.




0010011001101, 4 4

Bob obtains a bit string . ..




0010010011101, .., /

...and sends it to his agents.







Alice checks if
y %
c




Alice checks if

/




Alice checks if

?
® cg =cc,
+9 % @ xp is consistent with the

BB84 states,




Alice checks if
?
@ Cg = C¢c,

@ xp is consistent with the
BB84 states,

@ xc is consistent with the
BB84 states.




RBC [Kent'11] — Open phase

Alice checks if
?
® ¢g = Cc,

@ xp is consistent with the

)
Co!
BB84 states,
S, x @ Xx( is consistent with the
< BB84 states.

33YES! = )
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2 45

Alice creates n EPR pairs ...




..and sends half of each to Bob.




Purified RBC [Kent'11]

6/}5\(—\15’\6\/1—\ ‘:
WM ——>lisometry
N\

W\L}@L/\/g

Q

Bob applies an arbitrary isometry which splits the system into two
parts. Each agent receives one of them.
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ability to predict

outcomes of two must preserve
complementary —> enfanglement
measurements with Alice

!

N both agents cannot
ability be entangled with
to cheat Alice



RBC [Kent'11] — intuition why it is secure

ability to predict

outcomes of two must preserve
complementary ——> entanglement
measurements with Alice

l

both agents cannot

ability be entangled with
to cheat Alice
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Security proof — no-signalling

Charlie
c=0 c=1
accept ‘ reject H reject ‘ accept
b—0 ac;ept Po ain . @
Bob reJ'ect ani ann ans ana
. reject . . . as4
-7 accept . . . p1

Jed Kaniewski Secure relativistic bit commitment



Security proof — no-signalling

Bob

Charlie
c=0 c=1
accept ‘ reject H reject ‘ accept
accept Po ain . @
reject an1 an2 an3 ana
reject . . . asa
accept . . . p1

Pot P1=1+ a
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Security proof — no-signalling

Charlie
c=0 c=1
accept ‘ reject H reject ‘ accept
. accept Po ain . @
Bob o rej:ect ani ann ans ana
. reject . . . as4
-7 accept . . . p1

Pot P1=1+ a

GOAL : get a bound on «a
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Security proof — uncertainty relation [TR'11]
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Security proof — uncertainty relation [TR'11]

1
Hmax(Z|B) + Hmin(X|C) > log =

where ¢ := max, x HMWH&
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eved qubits — measure in 2 to get Z,
ogreen qubits — measured in X to get X,



000000

eved qubits — measure in 2 to get Z,
ogreen qubits — measured in X to get X,

a - ProblBob guesses Z, AND Charlie guesses Xg41=
Prob(Bob guesses Z, ]!onb[Chavhe guesses Xg | Bob quesses Z,1



Security proof — sketchy sketch

000000 -

eved qubits — measure in 2 to gef z,
ogreen qubits — measured in X to get X,

a - ProblBob guesses Z, AND Charlie guesses X,41=
ProblBob quesses Z, ]#on\o[Chavhe guesses %g | Bob quesses Z,)

Bob is able to guess Z, his knowledge about z,
with high probability > must be significant

(the sampling is random)

his knowledge about z
Huax (Z4IB) must be low <————— must also be significan

(uncertainty relation)

Huin(XglC) must be high——>Charlie cannot quess X,
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Doing the maths properly gives
o < 217n(1=h0) 42 exp (—ln62>
— 2 Y

forany 0 < 4§ < % =— exponential decay.



Security proof — main result

Doing the maths properly gives
1—n(1—h(8 1 o
o < 217r(=h00)) 4 2 exp —§n5 ,

forany 0 < 4§ < % —> exponential decay.

The fastest decay rate is achieved for § ~ 0.33, o ~ 270087

10

a~2 "V < n=x125.
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@ in the split model with two Bobs in the open phase a new issue
of extreme importance arises — global vs. local command,



Summary

@ in the split model with two Bobs in the open phase a new issue
of extreme importance arises — global vs. local command,

@ in the local command a classical, trivial protocol gives
unconditional security,
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Summary

@ in the split model with two Bobs in the open phase a new issue
of extreme importance arises — global vs. local command,

@ in the local command a classical, trivial protocol gives
unconditional security,

@ in the global command no classical protocol can be secure,
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Summary

@ in the split model with two Bobs in the open phase a new issue
of extreme importance arises — global vs. local command,

@ in the local command a classical, trivial protocol gives
unconditional security,

@ in the global command no classical protocol can be secure,

e RBC [Kent'11] can be proven secure in the global
command and we provide explicit security bounds.
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@ the current security bounds are very far from the best attack
we can think of... maybe someone could try to close the

gap?



Open questions

@ the current security bounds are very far from the best attack
we can think of... maybe someone could try to close the

gap?
e what about introducing some noise tolerance? (crucial if we
think about doing an experiment)
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Open questions

@ the current security bounds are very far from the best attack
we can think of... maybe someone could try to close the
gap?

e what about introducing some noise tolerance? (crucial if we
think about doing an experiment)

@ we know that RBC cannot be universally composable but
maybe some weaker notion of composability holds. can we
get string commitment by executing it multiple times
(sequentially or in parallel)?
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Sponsors and collaborators needed for a new project
“Quantum information at high elevation”.
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