
Quantum Cryptography 
with Local Bell Tests

Charles Ci Wen Lim, Christopher Portmann, Marco Tomamichel, Renato Renner and Nicolas Gisin

A project between University of Geneva and ETH Zurich



Inception

Alice Bob

Bennett and Brassard 1984



Inception

Alice Bob

Bennett and Brassard 1984

1. Prepare single photons in the 
computational or diagonal basis



Inception

Alice Bob

Bennett and Brassard 1984

1. Prepare single photons in the 
computational or diagonal basis

2. Measures them in 
the computational or 
diagonal basis

Experiment done in QCRYPT Conference Dinner 2011



At the age of reconciliation of the GAP between theory and practice....



At the age of reconciliation of the GAP between theory and practice....



At the age of reconciliation of the GAP between theory and practice....



At the age of reconciliation of the GAP between theory and practice....



At the age of reconciliation of the GAP between theory and practice....



At the age of reconciliation of the GAP between theory and practice....



At the age of reconciliation of the GAP between theory and practice....



At the age of reconciliation of the GAP between theory and practice....



At the age of reconciliation of the GAP between theory and practice....



At the age of reconciliation of the GAP between theory and practice....



Motivation
Towards a framework for practical quantum cryptography



Motivation
Towards a framework for practical quantum cryptography

Devices



Motivation
Towards a framework for practical quantum cryptography

Devices

Discrepancies •Imperfect Devices
•Side-Channels



Resources

Motivation
Towards a framework for practical quantum cryptography

Devices

Discrepancies •Imperfect Devices
•Side-Channels



Resources

Motivation
Towards a framework for practical quantum cryptography

Devices

Quality
Weak Random Source

Discrepancies •Imperfect Devices
•Side-Channels



Resources

Motivation
Towards a framework for practical quantum cryptography

Devices

Quality
Weak Random Source

Quantity
Finite-size effects

Discrepancies •Imperfect Devices
•Side-Channels



Resources

Motivation
Towards a framework for practical quantum cryptography

Devices

Quality
Weak Random Source

Quantity
Finite-size effects

Discrepancies •Imperfect Devices
•Side-Channels



Imperfect devices

In reality, most practical devices do not conform to the 
required theoretical models. 



Imperfect devices

In reality, most practical devices do not conform to the 
required theoretical models. 

However, if we know where an imperfect is, then we can 
measure it and include it in the security proof.

Examples: Basis mis-alignment, basis leakage,  etc. 



Imperfect devices

In reality, most practical devices do not conform to the 
required theoretical models. 

However, if we know where an imperfect is, then we can 
measure it and include it in the security proof.

Examples: Basis mis-alignment, basis leakage,  etc. 

For more details, refer to the works of Lo and Preskill (2007) and Gottesman et al (2004).

In the case of basis leakage, we have to give this additional 
information to the adversary,

Krate = 1� h2(ephase)� h2(ebit)

ephase  eX + 4� + 4
p

�eX

where       parameterizes the basis leakage.�
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Hidden Side-Channels

Secure Lab

Trojan-Horse

Unauthorized leakage 
(typically due to imperfect devices)

Basically, these are 
the channels which 
are not considered 
in the protocol 
tests.
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Asymptotic Limit
Pre-existing security proofs are obtained under the 
assumption that Alice and Bob exchange an infinite number 
of signals. Then, it is possible to obtain the secret key rate, 
e.g., for the BB84 protocol

Krate = 1� h2(ephase)� h2(ebit)

To correct for the finite key size, the basic idea is to give all the statistic fluctuations 
to the adversary, i.e., 

K̂rate ⇡ 1� h2(ephase + �ephase)� h2(ebit + �ebit)

However, most of the finite-key security proofs assume that the devices 
are perfect.
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Brute force approach

Devices are imperfect w.r.t the 
theoretical models used in the 
proof.

Hidden Side-Channels 

Step 1: 
a complete characterization of the devices

Step 2: 
Put all the parameters into the security proof

Most pre-existing proofs are valid only in 
the asymptotic limit

Step 3: 
Add in all the statistical fluctuations

What happens next?
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Brute force approach

An iceberg in QKD

Although it appears possible to attain such a 
security proof, one can imagine....

Disadvantages:
• Very likely to require a large amount of signals
• Cumbersome
• Requires more local randomness for parameter 

estimation phase
• Difficult to identify the entire set of 

discrepancies

Need an alternative m
ethod!!!
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First, tackle the Trojan-horse attacks via the idea of Time-reversed EPR scheme
Biham, Huttner and Mor (1996) and Inamori (2005)
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If the maximal violation of the CHSH test is observed, then the output states are the BB84 states.
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0, 1 0, 1

U,V,P

• Trojan-Horse and Blinding attacks free.
• The devices only need to be characterized by 

one parameter, regardless of the number of 
discrepancies.

• The security proof is valid in the finite key size 
regime.

Advantages

Disadvantages

• Requires local entanglement sources.

Building a clean approach
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A
Untrusted Source

Device-Independent QKD 
(via Bell tests/inequalities)

B

0, 1 0, 1

Pironio et al (2009),  Mckague (2009),  Hanggi and Renner (2010), Masanes, Pironio and Acin (2011).

{A0, A1} {B0, B1, B2}

The Bell test is used to evaluate the quantum channel and devices!!
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Related Work and Connections
Device-Independent QKD achieves the 
same advantage but is limited directly by the 
channel loss, i.e., detection loophole 

With local Bell tests, we do not have such a 
problem, in fact, we only need to consider local 
losses.

Can be rectified with Heralded Qubit Amplifier 
or Entanglement Swapping (See Gisin, Pironio, 
Sangouard (2010) and Curty and Moroder 
(2011)).

The quantum channel   - Bell Test
Imperfect devices         - Bell Test

The quantum channel   - Error rate estimation
Imperfect devices         - Bell Test

QKD with local Bell tests

Detection Loophole can be closed 
more readily.

Refined error analysis.
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1. Alice and Bob have access to trusted local sources of randomness.

2. Alice and Bob have access to an authenticated, but otherwise insecure classical channel.

3. No information leaves the laboratories unless the protocol allows it.

4. Alice and Bob have access to trusted classical operations

5. The devices do not have internal memories

6. The marginal states of Alice/Bob are independent whether Charlie’s entangling measurement fails.

Working Assumptions

Assumptions 1-4 are common assumptions

Current device-independent QKD uses assumptions 1-5

Why do we need assumption 6?
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• The marginal states of Alice/Bob are independent whether Charlie’s entangling measurement fails.

Additional working assumptions

A/B ⇢y0,y1

y0 2 {X,Z}, y1 2 {0, 1}

⇢y0,y1

X,Z

0, 1 0, 1

U,V,P With the above assumption:
• The secret key fraction is independent 

of the distance between Alice and Bob. 
• The protocol is secure as long as we 

see some Bell violation.

However, if the Bell violation is maximal, then the above assumption 
can removed!! 

Note: we also have the security bound for non-maximal Bell violation with the assumption removed.
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At hand: A security proof that has the following features 
•Applies to a very general class of devices.
•Only two parameters are required to bound the secrecy of the key.
•Performs well in the finite key size regime.

Interesting 
points:

•Reaches the BB84 key rate (for qubits) in the limiting case.
•Local CHSH tests are independent of the distance between Alice and Bob 
(towards a loophole-free Bell test).

In other words..
It is “device-independent” and is secure against the most general attacks in 
the finite key size regime.

Summary
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Supplementary Information
For more details, please refer to arXiv:1208.0023
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