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Introduction

1. What is steering?

2. Why steering?

3. Demonstrating steering

4. Using steering
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Concept

Steering
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Guarantee entanglement, trusting

just one measurement device
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of entanglement Fully device independent QKD

Semi device independent QKDSteerable

Bell non-local
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Concept

Steering as a game

1. Bob gives Alice a list of possible measurements he will perform

2. Alice sends Bob a state

3. Bob tells Alice which measurement from the list he will do

4. Alice predicts Bob’s measurement outcome

How often can Alice win at this game?

Wiseman, Jones and Doherty Phys. Rev. Lett. 98 140402 (2007)
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Concept

Classical Optimum
Two bases/2D System

ÈH\

ÈV\

ÈD\

ÈA\
ÈR\

ÈL\

P(win) =
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|1〉
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Concept

Classical Optimum
Three bases/2D System

ÈH\

ÈV\

ÈD\

ÈA\ ÈR\

ÈL\

P(win) = 2

(
1− 1√

3

)
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Concept

Classical Optimum
Infinite bases/2D System

Now any random pure state is optimal for Alice:

P(win) =

∫∫
θ>0
〈H|ψ〉 dψ =

3

4
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Concept

Quantum Optimum
Still 2D System

Alice sends Bob half of a maximally entangled state.
When Bob declares his basis choice, Alice uses it to make a measurement.

She can “steer” him perfectly

“It is rather discomforting that the theory should allow a system to be
steered or piloted into one or the other type of state at the experimenter’s
mercy in spite of his having no access to it” – E. Schrödinger
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Motivation

Convince EPR

You could convince a skeptical second party of “spooky action at a
distance” by steering their outcomes
Photo deskarati.com
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Motivation

Nonlocality

Steerability Uncertainty
No-signalling “Perfect” Perfect
Quantum Perfect
Classical Perfect

Oppenheim and Wehner, Science 330, 10721074 (2010).
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Motivation

Convince your bank

You can convince your bank that you share entanglement with them even
if they think you’re a theorist.
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Motivation

Certify a channel

Devin H Smith (UQ) Steering QCrypt ’12 13 / 46



qt
lab

Motivation

One-sided-device-independent Quantum Key Distribution

Bob

Alice

ARNG

Source

a b Trusted Node

Untrusted end users

A A

A

B

C Branciard et al., Phys. Rev. A 85, 010301(R) (2012)
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Motivation

So why do we care?

I Alice can convince Bob of entanglement even if he doesn’t believe in
it.

I Alice can convince Bob of entanglement even if he doesn’t trust her
to operate experimental apparatus

I We can use it to certify quantum channels for use for other quantum
communication primitives

I 1sDI-QKD

Alice is restricted by her loss!
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Motivation

Steering Inequalities
Linear

SN ≡
1

n

n∑
k=1

〈
Ak σ̂

B
k

〉
6 Cn(η)

C∞(η) = 1− η

2

EG Cavalcanti et al. Phys. Rev. A 80, 032112 (2009)
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Motivation

Steering Inequalities
Quadratic

SN∈{2,3} ≡
N∑
i=1

∑
a=±1,0

P(Ai = a) 〈B̂i 〉2Ai=a 6 1
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Motivation

Error tolerance and loss

Alice will lose some photons. Solution?

1. Allow her a third outcome

2. Force her to choose an outcome

Devin H Smith (UQ) Steering QCrypt ’12 18 / 46
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Motivation

Why does loss matter?

Alice can use “loss” events to hide inconvenient results from Bob even
when she doesn’t have entanglement.

By losing N−1
N of the photons she can “steer” perfectly
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Motivation

Quadratic Inequalities
Loss tolerance
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Motivation

Linear Inequalities
Loss tolerance

0 0.2 0.4 0.6 0.8 1
0.5

0.55

0.6

0.65

0.7

0.75

0.8

0.85

0.9

0.95

1

Alice’s heralding efficiency ε

S
te

e
ri
n
g
 b

o
u
n
d
 C

n
(ε

)

 

 

n=2

n=3

n=4

n=6

n=10

n=16

n=∞

A.J. Bennet et al., Phys. Rev. X 2, 031003 (2012)
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Comparison
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Experimental Implementation

So why try it now?

After 70 years, why are we steering states now?
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Experimental Implementation

So why try it now?

After 70 years, why are we steering states now?
Transition Edge Sensors are approximately twice as efficient as standard
SPADs.
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Experimental Implementation

Apparatus diagram

ppKTP
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PBS

HWP
QWP
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Bob

TES

SPAD

Source
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Experimental Implementation

Experimental results
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S2 = 1.1410± 0.0014 ≫ 1,
S3 = 1.7408± 0.0017 ≫ 1

DH Smith, G Gillett et al., Nat. Commun. 3:625 (2012)
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Experimental Implementation

Experimental results, con’t
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Experimental Implementation

Griffith University’s experimental results
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AJ Bennet et al., Phys. Rev. X 2, 031003 (2012).
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Experimental Implementation

And a third result from Vienna

!

"!
!

diagonal) linear polarization, and R (L) right-hand (left-hand) circular polarization. Alice performs 
the corresponding polarization measurement using two electro-optical modulators (EOMs) and two 
single-

immediately sent back to Bob via coaxial 
cables. If Alice detects no photon, Bob counts this as an inconclusive event from Alice (0). An 

 

F igure 2: Experimental setup. The loophole-free steering experiment was carried out between two buildings: the 
University of Vienna and the Austrian Academy of Sciences (IQOQI). A polarization-entangled photon pair is generated 
by Alice using an entangled photon source20,21,. For each entangled pair, one photon is kept in an 80 m long, coiled optical 
single- is sent to Bob via another optical 

ngs is chosen by his fast home-made quantum random number 
generators (QRNG) based on [22] 
also sent to Alice via a low-dispersion coaxial link and subsequently applie
polarization analyzer implements the different settings with two electro-optical modulators (EOMs) realizing ultra-fast 
switchable half- and quarter-wave plates (HWP, QWP), as well as a polarizing beam splitter (PBS) and two home-made 
photon detector modules based on silicon avalanche photo-diodes (Di

 
 
Coincident detection events identify the two photons of the distributed photon pair and are 
registered by a fast electronic AND gate, implemented on a field programmable gate array (FPGA) 
board. Both the coincidences and the single counts of both parties are recorded together with the 
measurement settings by a computer. The steering parameter is then directly calculated from the 
measured data according to equation (1), without any background noise subtraction. 
 

S3 = 1.049± 0.002� 1
B Wittmann, S Ramelow et al., New J. Phys. 14, 053030 (2012)
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Experimental Implementation

Compare and contrast

UQ Griffith Vienna

Inequality Quadratic Linear Quadratic
Efficiency (%) 62 13–35 38

Nonlocality No No Yes
Violation (σ) 67-200 2.6-5.3 25

DH Smith, G Gillett et al., Nat. Commun. 3:625 (2012)
AJ Bennet et al., Phys. Rev. X 2, 031003 (2012)

B Wittmann, S Ramelow et al., New J. Phys. 14, 053030 (2012)
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Corrections for Imperfect Measurements

Corrections for Bob’s imperfections

It turns out that

SN ≡
N∑
i=1

∑
a=±1,0

P(Ai = a) 〈B̂i 〉2Ai=a 6 1

only holds if B̂i are perfect.
They aren’t. They’re neither orthogonal nor projective.
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Corrections for Imperfect Measurements Corrections

Nonorthogonal measurements

ÈH\

ÈV\

ÈD\

ÈA\ ÈR\

ÈL\

If the B̂i aren’t orthogonal, the classical limit
goes up because results in different bases are
correlated.

SN 6 1 + (N − 1)ε

where ε = ~bi · ~bj .
In our experiment, ε3 = 0.0134± .0007 and
ε2 = (1.3± 1.5)× 10−4
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Corrections for Imperfect Measurements Corrections

Non-ideal Projection

ÈH\

ÈV\

ÈD\

ÈA\ ÈR\

ÈL\

If there is a systematic bias in the Bi , the
classical limit goes up due to that bias. The
dominant source of bias in our experiment
was differential loss between the detectors,
which leads to

SN 6
η>
η<

[1 + (N − 1)ε]

We had η>
η<

= 1.0115± 0.0007

Devin H Smith (UQ) Steering QCrypt ’12 35 / 46



qt
lab

Corrections for Imperfect Measurements Corrections

Non-ideal Projection

ÈH\

ÈV\

ÈD\

ÈA\ ÈR\

ÈL\

If there is a systematic bias in the Bi , the
classical limit goes up due to that bias. The
dominant source of bias in our experiment
was differential loss between the detectors,
which leads to

SN 6
η>
η<

[1 + (N − 1)ε]

We had η>
η<

= 1.0115± 0.0007

Devin H Smith (UQ) Steering QCrypt ’12 35 / 46



qt
lab

Corrections for Imperfect Measurements Corrections

Non-ideal Projection

ÈH\

ÈV\

ÈD\

ÈA\ ÈR\

ÈL\

If there is a systematic bias in the Bi , the
classical limit goes up due to that bias. The
dominant source of bias in our experiment
was differential loss between the detectors,
which leads to

SN 6
η>
η<

[1 + (N − 1)ε]

We had η>
η<

= 1.0115± 0.0007

Devin H Smith (UQ) Steering QCrypt ’12 35 / 46



qt
lab

Corrections for Imperfect Measurements Corrections

Larger Hilbert space

What happens if additional degrees of freedom are sent to Bob?
We don’t rigorously know.
We conjecture that a squashing argument like one used in QKD will show
that this is an “easy” problem to solve in two bases
Randomized outcomes when multiple photons are detected is the hopeful
solution
It is known that such a squashing argument doesn’t apply to 3 bases

T Moroder et al.,Phys. Rev. A 81, 052342 (2010).

N Baudry, private communication
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Corrections for Imperfect Measurements Corrections

Conclusion

We correct our bounds, finding that, classically:

S2c = 1.0291± 0.0019

S3c = 1.062± 0.003

So we have violated a 2-setting steering inequality by 48σ and a 3-setting
inequality by over 200σ.

S2 = 1.1410± 0.0014� 1.0291± 0.0019,
S3 = 1.7408± 0.0017� 1.0291± 0.0019

Devin H Smith (UQ) Steering QCrypt ’12 37 / 46
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Corrections for Imperfect Measurements Corrections

Corrections
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Application

Device independent QKD
2
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!""#

!"""#

FIG. 1: Link between the three concepts of quantum nonlocality as
classified in [12] and the three scenarios of S-QKD, 1sDI-QKD (this
paper) and DI-QKD. In order to obtain a secret key, (i) if Alice and
Bob trust their measurement devices (transparent boxes), then they
must necessarily demonstrate entanglement; (ii) if Alice’s measure-
ment device is untrusted (black box), while Bob’s is trusted, then Al-
ice must demonstrate steering of Bob’s state; (iii) if both Alice’s and
Bob’s measurement devices are untrusted, then they must demon-
strate Bell-nonlocality. In all cases, Alice and Bob must trust their
random number generator (RNG), and the integrity of their location.

This sort of nonlocality, first discussed by Einstein, Podolsky
and Rosen [15], was called ‘steering’ by Schrödinger [16]. In
Ref. [12] these concepts of nonlocality arose from considering
entanglement verification with untrusted parties. However,
even if Alice and Bob trust each other, as in QKD, they may
not trust their devices, which is an analogous situation. From
this perspective, our scenario of 1sDI-QKD can thus be seen
as a practical application of the concept of quantum steering.
A 1sDI-QKD protocol.— We consider the following 1sDI

version of the BBM92 entanglement-based protocol [17]: Al-
ice and Bob receive some (typically, photonic) quantum sys-
tems from an external source. Alice can choose between two
binary measurements,A1 and A2; since she does not trust her
measurement device, she treats it as a black box with two pos-
sible settings, yielding each time one of two possible outputs.
Bob, on the other hand, trusts his device to make projective
measurements B1 or B2 in some qubit subspace, typically
corresponding to the operators σz and σx respectively. Af-
ter publicly announcing which measurements they chose for
each system, Alice and Bob will try to extract a secret key
from the conclusive results of the measurements A1 and B1;
as explained below, the results of measurements A2 and B2

will allow them to estimate Eve’s information.
Alice and Bob might not always detect the photons sent by

the source, because of losses or inefficient detectors. Since
Bob trusts his detectors, he trusts that Eve cannot control his
detections. Also, Eve cannot get any useful information from
Bob’s (null) result if the photons going to him are lost or if
she keeps them. Cases where Bob gets ambiguous results
(e.g. double clicks) can be dealt with using the techniques of
Ref. [18]–see Supplemental Material [19] for details. Hence,
we can safely consider only the cases where Bob gets detec-

tions. On the other hand, since Alice’s measurement device is
untrusted, Eve could control whether her detectors click de-
pending on the state she receives and on her choice of mea-
surement setting. We can therefore not simply discard Al-
ice’s no-detection events. In case her detectors don’t click,
she records a bit value of her choice as the result of her mea-
surement, keeps track of the fact that her detectors did not
click, and tells Bob (so that they can later post-select the raw
key on Alice’s detections); Eve has access to that information.
We denote by Ai and Bi the strings of classical bits Al-

ice and Bob get from measurements Ai and Bi (and where
Bob got a detection, as discussed above). Among the bits of
A1, some correspond to actual detections by Alice, and some,
corresponding to non-detections, were simply chosen by Al-
ice herself. Everyone knows which ones are which. The de-
tected bits form a stringAps

1 (they’ll be post-selected by Alice
and Bob), while those that were not actually detected form a
string Adis

1 (they’ll be discarded for the key extraction), so
that A1 = (Aps

1 , Adis
1 ). Bob’s corresponding bit strings are

Bps
1 and Bdis

1 , resp., so that B1 = (Bps
1 , Bdis

1 ). We denote
byN the length of the stringsA1 andB1, and by n that of the
stringsAps

1 andBps
1 .

Security proof and key rate.— Recently, Tomamichel and
Renner [20], together also with Lim and Gisin [22] have de-
veloped an approach to QKD based on an uncertainty rela-
tion for smooth entropies, which enables one to prove security
against coherent attacks in precisely this 1sDI-QKD scenario;
note however that one also needs (as in [7, 8]) the assumption
that the devices are memoryless [23]. To prove the security
of our protocol in realistic implementations, we extend their
analysis by considering imperfect detection efficiencies [24].
From the n-bit strings Aps

1 and Bps
1 , on which Eve may

have some (possibly quantum) information E, Alice and Bob
can extract, through classical error correction and privacy am-
plification (from Bob to Alice), a secret key of length [25]

" ≈ Hε
min(B

ps
1 |E) − n h(Qps

1 ) . (1)

Here Hε
min(B

ps
1 |E) denotes the smooth min-entropy [26] of

Bps
1 , conditioned on quantum side information E; h is the bi-

nary entropy function: h(Q) ≡ −Q log2 Q−(1−Q) log2(1−
Q); andQps

1 is the bit error rate betweenAps
1 andBps

1 .
To bound Hε

min(B
ps
1 |E), we will use the uncertainty rela-

tion introduced in [20], which bounds Eve’s information on
B1 given Alice’s information on the incompatible observable
B2. However, we need to use the full stringsB1, B2, as post-
selection may lead to an apparent violation of the uncertainty
relation. Using the chain rule [25] and the data-processing in-
equality [27] for smooth min-entropies, we first bound Eve’s
information onBps

1 relative to her information onB1:

Hε
min(B1|E) = Hε

min(B
ps
1 , Bdis

1 |E) (2)
≤ Hε

min(B
ps
1 |Bdis

1 E) + log2 |Bdis
1 | (3)

≤ Hε
min(B

ps
1 |E) + N − n . (4)

Now, consider a hypothetical run of the protocol where the
bits ofA1 andB1 would be measured in the second basis; we

C Branciard et al., Phys. Rev. A 85, 010301(R) (2012), Ma and Lütkenhaus,

Quantum Information and Computation 12, 0203-0214 (2012)
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Application

One-Sided-Device-Independent Quantum Key Distribution
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Implementation of 1sDI QKD

Apparatus Diagram

BobAlice Source

RNG EOMTES

TTM

RNGEOM TES

TTM
ppKTP

PBS

HWP
QWP
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Implementation of 1sDI QKD

Rates

r = ηA[1− h(Qps
1 )]− h(Q2)− (1− q)

where

ηA Alice’s heralding efficiency,

h(·) the binary entropy

Qi the quantum bit error rate in the i th basis

ps indicating post-selection on coincidence

q the orthogonality of Bob’s measurements

(q = − log2 maxz,x
∥∥√Bz

1

√
Bx
2

∥∥2
∞)
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Implementation of 1sDI QKD

Rates

r = ηA[1− h(Qps
1 )]− h(Q2)− (1− q)

This leads to a required heralding efficiency of > 65.9%
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Implementation of 1sDI QKD

Requirements

Bit error probability Q

he
ra

ld
in

g 
ef

fic
ie

nc
y 

η

Secret key threshold

 

 

0 0.005 0.01 0.015 0.02 0.025 0.03 0.035 0.04 0.045 0.05
0.65

0.7

0.75

0.8

0.85

0.9

Bobs bias

0.020

0.015

0.005

0.000

0.010
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Conclusion

Advertisements

I If you have experiments that require high efficiency, I want to hear
about them

I If you have potential PhD candidates that would like to work on this
kind of thing, Andrew White wants to hear about it

I If you want to solve our squashing problems, please do
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Conclusion

Summary

1. Steering of Quantum States is of practical and philosophical
significance

2. Steering has been demonstrated in several different contexts recently

3. We are implementing a QKD protocol based on steering
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Conclusion

Thank you for your attention

Questions?
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