Saturation Attack on Continuous-Variable Quantum Key Distribution System

Hao QIN! Rupesh KUMAR! and Romain ALLEAUME

Telecom ParisTech, Laboratoire Traitement et Commurdcatie I'Information,
Centre National de la Recherche Scientifique, 46 Rue Barr@bb34 Paris Cedex 13, France

Introduction Quantum key distribution (QKD) [1] enables two remote pgrthlice and Bob to share common secure keys
which are unknown to a potential eavesdropper. Unconditisaecurity of QKD is based on the fundamental laws of quantum
mechanics, but in reality, securities of practical QKD sys$ could be jeopardized by physical implementations. $ordie-
variable (DV) QKD system, due to devices imperfectionsjows quantum hacking strategies have been proposed andafome
them are demonstrated in experiments [2—4]. Most of thetigaattacks that have been demonstrated up to now areitagge
the detection part of the QKD systems.

Continuous-variable (CV) QKD, as another approach, is @n®ecure against collective attacks and recent works haves
progress in proving its security against arbitrary attg6ksHowever, practical CV QKD systems also face the segiribblems
linked to imperfectimplementations. The validity of satpproofs relies on assumptions that may be violated infiraksetup,
opening loopholes that may be exploited by Eve to mount kedta€or example direct [6] or indirect [7] manipulation otk
oscillator (LO) intensity can fully compromise the securiThis imposes to monitor LO intensity and to use filters tbfd
wavelength-dependent LO intensity manipulations.

In this work, we have identified a new loophole and shown theam be used to attack a practical CV QKD system imple-
menting Gaussian-modulated coherent state (GMCS) prii®cdnstead of attacking LO, we aim at the homodyne detearcti
located on Bob side, specifically, the electronics of the bdyme detection. We propose an attack consisting in a fidf¢ept-
resend attack [9] combined with the exploitation of the mwdr response of homodyne detection, namely saturatiankat
Under this saturation attack, we can show that Eve can mktgthe measurement results on Bob’s side and get infosmati
without being discovered. Importantly, our attack is piaadtthat can be realistically launched against existinglementations.

Saturation of homodyne detection A fundamental assumption in the security proof of CV QKD iattthe response of
homodyne detection is linear with respect to input field gaude. This assumption is necessary because paraméteatasn
implicitly assumes the linearity of Bob quadrature measumet with respect to the value sent by Alice. However, thisiagp-
tion does not hold if Bob’s homodyne detection saturates.ractical homodyne detector only works normally over a ladit
range. Saturation typically occurs when the input field gaade overpasses a threshold. This threshold dependsameters
of detector’s electronics, such as the amplifiers lineatitgnains or the data acquisition card range. The importaint gothat
since detection range cannot be infinity, saturation caaysve induced by displacing the field quadratures stronglygh.

We have experimentally confirmed this prediction by obsepdaturation of our homodyne detection for high LO intgnsit
We have measured the variances and means of the homodyn# fartdifferent LO intensities. When homodyne detection
is not saturated, homodyne detection outputs (mean valdeatance) vary linearly with respect to LO intensity. Howe
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FIG. 1: Shot noise measurements of homodyne detection (anMgLO Intensity. (b) Shot noise variance vs LO Intensity.



when LO intensity is relatively high, the response of homualgletection will overpass the saturation threshold. Thparse
of homodyne detection is then saturated and the measuresheawill drop quickly (Fig.1 (b)).

We have proposed a saturation model with predefined uppeloaal bounds of homodyne detection response. For values
between the two bounds, the response of homodyne deteai@mves normally, otherwise the response is constant. Tidlem
is applied to our shot noise measurements. The simulatsutsematch very well with our experimental data (Fig. 1 gg)(It
indicates that our proposed saturation model is realistitcan be further used to interpret our saturation attack.

Attack strategy An intercept-resend adds extra excess noise and it will Geetbby Alice and Bob in their measurements.
However, the saturation of homodyne detection could bentakivantage of by Eve to manipulate Bob’s measurement sesult
We show that, by saturating on homodyne detection, Eve ceheiureduce the value of the excess noise and the channel
transmission estimated by Alice and Bob. Since LO monitpisnperformed in most of practical CV QKD setups, we should
assume Eve can'’t saturate the homodyne detection by imiegda® intensity. However, Eve can still strongly displabe thean
of quadratures to force the homodyne detection to work irturated region. As a matter of fact, quadrature mean valoetis
used in CV QKD security model and thus not monitored. Ourrsditen attack strategy is then simple:

e Eve implements a full intercept-resend attack [9] with tiedptof a heterodyne detection, she can learn information of
both quadratureX and P sent by Alice.

e Eve then resends a coherent state whose quadratures éorsstmeasurement results combined with an appropriate
displacement of the quadratures.

¢ Alice and Bob will estimate their key rate with a saturatediooyne detection, where excess noise is actually condrolle
by Eve. They will thus underestimate excess noise introdlbgefull intercept-resend attack and Eve’s attack can remai
undercover while giving her advantage over Alice and Bob.

Analysis A full intercept-resend attack will add up to two shot noigitsiof excess noise [9] at Alice side which will reveal
the presence of Eve. However, Eve can control the displacemean value of quadratures which she then sends to Bob.aBhe ¢
thus introduce saturation of the homodyne detection as rasae wants by changing the displaced value. As a consesjuenc
Eve can reduce the two shot noise units of excess noise onlite-Bob channel to a arbitrary low value of excess noise
estimated by Alice and Bob. This attack can of course affezaimount of information between Alice-Bob and Bob-Eve.sThu
the attack will influence the key rate. But our simulatiorutesindicate that a successful attack is possible overggeleang of
distances. Under such attack, Alice and Bob may be led tevaethey have positive 'secure key’ rate and accept keyatieat
however, totally insecure. It shows that Eve can succdgsitdal information without being detected.

To prevent such attack, Bob should monitor the displacenadne of measured quadratures to avoid the homodyne dwatecti
working in a nonlinear or saturated region. Precisely, Bedéds to make sure the mean value measured at his side is mailg&rsm
than the saturation limit. Statistical study of our coumezasure is under development. We are also working on itgritien
into the security model, so that practical implementatiomsld effectively protect themselves against saturaliased attacks.

Simulation results In order to simulate excess noise and key rates under ouiaiatu attack, we follow the procedure
described in Ref [11]. To achieve a high reconciliation &ficy (95%), optimal error correction codes need to workvait
fixed signal to noise ratio (SNR). So Alice must optimize hedulation variance with respect to the distance in orderddkw
at a given SNR. We have assumed that Alice variance is detecthziccording to this procedure. We also follow the paramete
estimations in Ref [12]: With the correlated variahtesndy between Alice and Bob, they compute three terms of the caveei
matrix: variance ofz, variance ofy and (xy). With an additional measurement of shot noise (variancg where the signal
port of the detection is closed), Alice and Bob can compudé ttovariance matrix and thus evaluate their key rates (8ve h
assumed the collective attacks [10]). A fundamental assompehind this parameter estimation is that the chann®ldsn
Alice and Bob is linear with additive Gaussian noise:

y=tr+z (1)

In which,t = +/nT, T is channel transmission amds efficiency of Bob. Alice modulation is Gaussian so thas a Gaussian
random variable centered on zero with variafi€e = is the total noise which follows a centered normal distiutwith
unknown variance. This variance includes shot noise, exgese and electronic noise of Bob. However, the linear hode
(equation (1)) doesn’t hold under saturation of homodyrteat®n. We must replace it with the realistic saturatiordeldhat
has been validated in our shot noise measurement to destieeilbesponse of homodyne detection:

Y= a, tr+z+A >«
y=tr+z+A, [tr+2+ A<« (2)
y=—aq, tr+2z+ A< —«
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FIG. 2: (a) Excess noise in shot noise units (SNU) on Alice siith differentA. (b) Estimated key rate (collective attack [10])
with differentA. Alice’s varianceV, € {1,100}, efficiency of Bobn = 0.6, excess noise of electronicg., = 0.01, excess
noise of systeng,,; = 0.01, reconciliation efficiency = 0.95, attenuation coefficient = 0.21dB/km.

The saturation limit of the homodyne detection respoass,intrinsic to the detector. The value @fshould be chosen large
enough when the system is designed. However, no matter mge/tlae working range of homodyne detectorigsannot go to
infinity. For a fixed unknowny, Eve can always displace field quadratures to saturate tmedhyne detection. We defink as
a displacement value which can be introduced by Eve.

In Fig.2 (a), when the homodyne detection is not saturated:(Infinity, A = 0), the total estimated excess noise coincides
with the estimation in the linear model under full intercegsend attack, which is 2.01 in shot noise units includiffd @ystem
noise. Under such an excess noise, the presence of Eve caotbedsby Alice and Bob, and the secure key rate is null.
Therefore we don’t show this curve in Fig.2 (b).

Under realistic experimental conditions concerning thenbdyne detectiond large but not infinite), Eve can perform a
intercept-resend attack in combination with saturatiohahodyne detection: she resends displaced quadratueemgafipu-
latesA) to saturate homodyne detection. Wh&rvalue is close tay, we can see in Fig.2 (a) that the estimated excess noise
is significantly reduced at long distance. If the excessenbexcomes negative, Eve can always make extra noise toer@aliz
reasonable noise (We set it to 0.01 to calculate key rate®i2 fb)). However at short distance (typically below 20 ke
estimated excess noise is significantly bigger than zerdevbathe value of\ is. In this case, our proposed saturation attack
cannot fool Alice and Bob efficiently. Nevertheless, in Bi¢p), for longer distance and whexbecomes close ta, positive
key rate can be obtained and therefore an attack can be ndodrtteexample wherh = 20, positive key rate can be observed
from 17 km to 100 km. In conclusion, Eve can successfully usataration attack to fully break the security of the systam (
secure key exist, but Alice and Bob instead accept a key thatcn fully recover) for distances above 17 km. Finding more
efficient attack strategy is moreover possible but remdiastibject of future studies.

Our saturation attack is achievable with current technplagd impacts the security of a practical CV QKD system. It
highlights the importance of exploring the assumptiongirusity proofs when implementing QKD protocol on practeetups.
Suitable counter measures are necessary for practical CV ©QHKix the loopholes that attackers can exploit.
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