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Abstract: Measurement-device-independent quantum key distribution (MDI-QKD) closes
all potential security loopholes due to detector imperfections without compromising the
performance of a standard QKD system. Here we report the first demonstration of polarization
encoding MDI-QKD over 10 km optical fibers. Decoy state techniques are employed to
estimate gain and error rate of single photon signals. Intensities and probability distribution of
signal and decoy states are optimized. Active phase randomization is implemented to protect
against attacks on the imperfect sources. A 1600-bit secure key is generated in the experiment.
Our work shows that polarization encoding MDI-QKD is a practical solution to confidential
communication.

Quantum key distribution (QKD) allows two parties, Alice and Bob, to share a secret key even with the presence of
an eavesdropper, Eve [1,2]. The security of QKD is guaranteed by quantum physics with the assumption that perfect
single photon sources and detection devices are used [3—5]. However, this assumption cannot always be satisfied by
current technology, and the gap between theory and practice compromises the security of QKD. Fortunately, it has
been shown that phase randomized weak coherent sources can be used to replace single photon sources in QKD [6].
Furthermore, as shown in [7-9], decoy state techniques can dramatically increase the key rate in practical applications
[10]. Nonetheless, imperfections in the detection devices still present security loopholes that can be exploited by Eve to
steal the secret key. Several detector side channel attacks have been successfully launched on sophisticated commercial
QKD systems [11-15].

Recently, measurement-device-independent quantum key distribution (MDI-QKD) has been proposed to close all
the security loopholes at the detection devices [16]. In the MDI-QKD protocol, Alice and Bob independently prepare
phase randomized weak coherent pulses in one of the four BB84 states (with decoy states) and send them to an
untrusted third party, Charlie, who can be an eavesdropper, Eve. Charlie/Eve then performs Bell state measurements
(BSM), and announces to Alice and Bob over a public channel the successful BSM events. Alice and Bob can get a
sifted key by dropping events where they send pulses in different bases. Finally, a secure key can be generated after
error correction and privacy amplification.

Various experimental attempts on MDI-QKD have been reported in both time-bin [17, 18] and polarization encoding
[19]. We remark that in [17,19], only Bell state measurements with different combinations of BB84 states and intensity
levels are conducted, and in fact no real QKD (which requires Alice and Bob randomly switch their qubits’ states and
intensity levels) is performed. A time-bin encoding MDI-QKD experiment is reported in [18]. However, intensities
of signal and decoy states are not optimized in their experiment. In addition, phase randomization of weak coherent
pulses, a crucial assumption [20] in the security proof of standard decoy state QKD [8, 9], is neglected. In fact, a
successful attack on a QKD system without phase randomization has been demonstrated recently [21].

Here we report the first experimental demonstration of polarization encoding MDI-QKD over 10 km optical fibers.
Active phase randomization of weak coherent pulses is implemented to close security loopholes in the sources. Inten-
sities and probability distribution of signal and decoy states are optimized [22]. Our work verifies for the first time the
feasibility of polarization encoding MDI-QKD, where there exists no direct optical link between Alice and Bob. Our
experiment also paves the way for future implementations of polarization coding MDI-QKD in optical fiber network
as well as in free space, where Alice and Bob send photons from the ground to an untrusted third party Charlie on a
satellite.

Figure | shows the schematic of the experiment. Each of Alice and Bob possesses a CW laser whose wavelength
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Fig. 1. (Color online) Experimental setup of polarization encoding MDI-QKD: Attn, optical at-
tenuator; IM, intensity generator; PM, phase modulator; AOM, acousto- optic modulator; Pol-M,
polarization modulator; PG, electrical pulse generator; AWG, arbitrary waveform generator; DG,
electrical delay generator; BS, beam splitter; PBS, polarizing beam splitter; PC, polarization con-
troller; SPD, single photon detector; TIA, time-interval analyser.

is locked to one molecular absorption line of a gas cell at around 1542.38 nm. The frequency mismatch between
these two independent lasers is less than 10 MHz, which guarantees spectral indistinguishability between them. The
laser light is attenuated and modulated by an intensity modulator (IM) to generate weak coherent pulses with width
of around 1 ns (FWHM) at a repetition rate of f = 500 KHz. Phase of each individual pulse is actively randomized
by a phase modulator (PM) in the range of [0,2x]. To implement the decoy state method, intensities of pulses are
randomly modulated using an acousto-optic modulator (AOM) between the signal state (with average photon number
1) and two decoy states (with average photon numbers v and ®). We perform a numerical simulation to optimize
the performance [22]: the intensities are optimally set to be . = 0.3, v = 0.1 and @ = 0.01; the probabilities to send
out pulses with intensities i, v, and ® are set to be 20%, 45%, and 35%, respectively . Polarization of each pulse is
randomly switched by a polarization modulator (Pol-M) [23] to one of the four BB84 states. The PMs, AOMs, and
Pol-Ms are driven by arbitrary waveform generators (AWGs) with pre-stored random patterns. Finally, Alice and Bob
apply unitary transformations on their photons using a fiber squeezer (in Alice’s setup) and polarization controllers
(PCs) so that their polarizations are properly aligned in both the rectilinear and diagonal bases.

Alice and Bob send their pulses through a 5 km fiber spool to Charlie, who performs a partial Bell state measurement
with a beam splitter (BS) and a polarizing beam splitter (PBS). A coincidence event (measured by the time interval
analyser, TIA) between the two single photon detectors (SPDs) indicates a projection into the Bell state |y >.

The experiment is run for 94 hours, with a total of N = 1.69 x 10!! pulses sent out by Alice and Bob. The secure
key generation rate R is estimated using the following key rate equation [16]

R > q{ Q|1 — Ha(€1™)] — Qist F(ENS Ha (E1S) (1)

where ¢ is the proportion of events where both Alice and Bob send out signal states (it = 0.3) in the rectilinear basis,
H(e) is the binary Shannon entropy, f(E") = 1.16 s the efficiency of error correction, O}/ and Ejfi" are the overall

gain and bit error rate of signal states, and Q7" and el ¢ are gain and phase error rate when both Ahce and Bob send

out pulses of single photons. Here O}/ et — 4,66 x 10~ and Ej “’ = 1.8% are measured directly from the experiment,

and a lower bound of Q%" (denoted as QﬁC’L) and an upper bound of ed’”g (denoted as e‘f’l"f’}) can be estimated using the

decoy state method. Using an analytical method proposed in [22] and assuming three standard deviations of statistical
fluctuations [24], we find that Q7% =2.0 x 107> and e‘f’l“f] = 15.1%. We can then estimate a lower bound of the key

generation rate R, = 9.8 x 107 bit per pulse and generate 1600 secure key bits.



In summary, we have implemented for the first time a polarization encoding MDI-QKD experiment over 10 km
optical fibers, with intensities and probability distribution of signal and decoy states chosen to optimize the key rate.
Active phase randomization is implemented to close security loopholes in the coherent sources. Our experiment shows
that MDI-QKD is a practical and promising technology for secure communication.
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