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The promises of the Bell test

The Bell inequality has been proposed as a security test for E91.
Later this concept has evolved into device-independent security.

The implementation of the measurement system does not matter as
long as Bell's inequality is violated (and the settings don't leak out
from the laboratory).
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Avhalance photodetectors can be blinded

Lydersen et al. (Nat. Photon. 2010) demonstrated an attack on
APD:s that allows remote control with bright illumination.

Incident intensity

This trick prevents a single-photon detector from seeing incoming pulses
below an intensity threshold /. Only the second pulse will give a click.




The blinding attack was used to break the
security of E91
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Gerhardt et al. (PRL 2011) successfully attacked a commercial QKD
system. Note, however, that their faked detector efficiency of the attack is
low (50 %).




The Franson interferometer
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» Photon pairs are sent at unknown moments in time
» Some photons are delayed, and some are not

> If they are simultaneously detected (coincident), they can either
both be delayed or not

E(A(#)B(6f)|coinc.) = cos(éf* + 0)



The Franson interferometer
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> The appropriate ¢/' and ¢ give

|E(A@1)B(6) coinc.) + E(A(#4)B(¢5) coinc.)|
+ [E(A(¢5)B(¢%)|coinc.) — E(A(¢5)B(¢5)|coinc.)| = 2v2

» The quantum-mechanical predictions violate the Bell inequality
(< 2) when we ignore the postselection.

» However, we will demonstrate an attack that imitates the
quantum prediction with classical light.




There exists a local hidden variable model
that gives the same predictions

Aerts et al. (PRL 1999) presented an LHV model that we will use and
modify for our attack.
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The hidden variables are 6 and r.

Let's combine this model with blinding!




Two input pulses: ¢ changes the sign of the
outcome
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The LHV model for Bob uses two pulses
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Varying ¢® changes the sign but not the detection time.




For A
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Varying ¢* changes both the detection time and the sign.



To simplify, we discretize the model
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With p = (2 — v/2)/4 we get the Bell value 2v/2, just like the quantum
prediction.




Three input pulses controls time and sign
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Phase shifted input pulses do the trick.
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Experimental implementation




The experiment clearly violates Bell

28 Quantum limit
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Our experimental faked Bell value is 2.5615 &+ 0.0064. The efficiency is at
97.6 %. The reduction from 2+/2 is caused by noise.
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But wait, there’s more!
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Let's go back to Alice's model and let p — 0.
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But wait, there’s more!
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... which will lead to a model like this.
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Extreme violations are possible
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The maximum experimental Bell value is as high as 3.6386 % 0.0096,
imitating a Popescu-Rohrlich box. Efficiency is still at 97.6 %.




We can tune the attack to compensate for
noise

» The first attack produced a Bell value of 2.5615 + 0.0064 when
we really wanted 2v/2 = 2.828.. . ..

» However, Eve is free to combine pulses and phases to produce any
Bell value between 0 and 3.6386 4 0.0096.
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Are there any countermeasures?

Our attacks works even if detectors have 100 % efficiency!

> Fast switching®: Not good enough?.

» Chained Bell inequality®: Challenging experimental requirements?.

The core of the problem for the Franson interferometer is the
postselection loophole.

There are time-energy-entangled systems without postselection:
Genuine energy-time entanglement® Check out poster number 23.
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