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CURRENT COMMERCIAL RNG 
IMPLEMENTATIONS

• Software (not random)	



• Microphone (can be controlled)	



• PLL (no one knows…)	



• Shot noise in diode (slow)	



• Quantis (“large” and “expensive”)
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FUNDAMENTAL RESEARCH 
→ COOL APPLICATIONS



MOBILE PHONE SENSORS ARE EXCELLENT!
Low noise (< 1e-), linear, small pixels, low capacitance before amp	



Fast ( 1Gpixel/s ~10 GBits/s) for video	



Cheap (~1$); market for billions of sensors (I have 30 at home)	



CMOS technology: source, detector and processing on a single chip.

pentaxforum.com

http://pentaxforum.com


TESTED WITH TWO CAMERAS

Astronomy CCD	
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Phone CMOS	
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FIG. 5. Statistics of the number of photons detected by a
single-photon detector (ID Quantique ID100) in 1ms, which,
as expected for most sources, follow a Poisson distribution.

ATIK 383L Nokia N9

Noise, �t (e�) 10 3.3

Saturation (e�) 2⇥ 104 500

Illumination (e�) 1.5⇥ 104 410

Quantum uncertainty, �q (e�) 122 20

O↵set (e�) 144 �6

Output bits per pixel 16 10

Quantum entropy per pixel 8.3 bits 5.7 bits

Quantum entropy per raw bit 0.52 0.57

TABLE I. Experimental parameters for the two cameras em-
ployed in this experiment.

Random number generation

To generate random numbers we illuminate the cam-
eras so that the mean number of absorbed photons n̄ is
su�cient to give a quantum uncertainty �q =

p
n̄ as large

as possible whilst not saturating the detectors. In prac-
tice we illuminate the ATIK and Nokia cameras with an
amount of light su�cient to generate 1.5⇥ 104 e� and
410 e� respectively. From equation 3, it is possible to
calculate that the amount of entropy of quantum origin
per pixel is 8.3 bits and 5.7 bits for each camera respec-
tively, which are encoded over 16 and 10 bits, resulting
in an average entropy per output bit of 0.52 for the CCD
and 0.57 for the CMOS sensor. The raw data is sent
to the extractor as a bitstring. When the illumination
corresponds to approximately half the maximum value
represented by the digitizer, the entropy is distributed
over the output bits fairly homogenously. For di↵erent
illuminations, the most significant bits start to carry less
entropy. We rely on the extractor to ensure that the fi-
nal output is perfectly random. Working parameters and
results are summarised in table I.

From equation 5, we calculate that using the camera in
the Nokia cell phone, and an extractor with a compres-
sion factor of 4, for example with k = 500 and l = 2000,

FIG. 6. Measurement of the quantum and classical noise of
our ATIK (a) and Nokia (b) detectors. At the operating con-
ditions quantum noise strongly dominates.

it would take an impossible ⇠ 2⇥ 1096 trials to notice
a deviation from a perfectly random bit string. If every-
body on earth used such a device constantly at 1Gbps,
it would take 1060 times the age of the universe for one
to notice a deviation from a perfectly random bit string.

RESULTS AND TESTS

We collected 48 frames corresponding to approxi-
mately 5 Gbits of raw random numbers and processed
them on a computer through an extractor with a 2000
bit input vector and a 500 bit output vector to generate
1.25 Gbits of random numbers. Random number gener-
ators are notoriously hard to test, however it is possible
to check the generated bit string for specific weaknesses.
The first step is to individuate potential problems of the
system, and then test for them. First, we tested the
generated random bit string before extraction. At this
stage, the entropy per bit is still considerably less than
unity; moreover, possible errors could arise from dead
pixels and from correlations between pixels values given
by electrical noise.
Besides increasing the mean entropy per bit, the ran-

domness extractor also ensures that if some of the pix-
els become damaged, covered by dust or su↵er from any
other problem, the extremely good quality of the ran-
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UP TO 10 RANDOM BITS PER PIXEL
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DETECTOR LINEARITY 
IS IMPORTANT

3
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FIG. 3. Random number generator setup: a camera is fully
and homogeneously illuminated by a LED. The raw binary
representation of pixel values are concatenated and passed
through a randomness extractor. This extractor outputs
quantum random numbers.

the output of which are random numbers ready to be
used.

First however, we check that the cameras comply with
the manufacturer’s specification and that the operating
conditions are appropriate for the generation of quan-
tum random numbers. In particular, we are interested in
verifying that the photon number distribution does not
exceed the region where the camera is linear, and that
there are enough digital codes to represent each possible
number of absorbed photons, i.e. ⇣ � 1.

Camera characterization

To characterise the two cameras, we use a well con-
trolled light source based on a light emitting diode
(LED), as shown in Fig. 3.

As shown in Fig. 1, a number of photons n is absorbed
by the image sensor and converted into an equal number
of electrons. This charge is in turn converted into a volt-
age by an amplifier, and finally digitised. The amplifier
gain (which in the sensors used corresponds to “ISO”
setting) is set such that each additional input electron
will result in an output voltage increase su�cient to be
resolved by the ADC. This means that each electron in-
crease the digital output code c by at least 1. We check
that this is the case by illuminating the cameras with a
known amount of light. Using the nominal quantum e�-
ciency of the cameras we can infer n̄, and observe ⇣ = c/e
to be 2.3 codes/electron for the ATIK camera, and 1.9
codes/electron for the Nokia camera, as expected from
the devices’ specifications.

To evaluate the linearity of the camera sensors, we
measure the Fano factor given by F = Var(c)

⇣c . In Fig. 4 we
plot the F for various illuminating intensities of our light
sensors. Both detectors have a large range of intensities
where the Fano factor is constant with a value close to 1.
In this range the statistics are dominated by the quantum
uncertainty (shot noise). At strong illuminations, satu-
ration occurs, for the Nokia N9 this happens at inten-
sities corresponding to 450 absorbed photons per pixel.
This is due to the high amplifier gain used (ISO 3200).

When saturation occurs, the Fano factor decreases, as
the output is a constant. At low illumination intensities,
we measure a Fano factor much greater than 1, due to
detector technical noise.
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FIG. 4. Fano factor (Variance/mean) of the devices employed
in this experiment. We operate in the region where the Fano
factor is 1 and the detector is most linear.

Image sensors such as CCD and CMOS have various
sources of noise: thermal noise, leakage current and read-
out noise. Thermal and leakage noise accumulate with
integration time, so that it is possible to eliminate them
using short exposure times (of the order of a millisec-
ond). In this case, readout noise becomes the dominant
technical noise, and is given by the readout circuit, the
amplifier and the analog to digital converter (ADC). In
image sensors, noise is usually counted in electrons (e�).
The CCD camera and CMOS camera have a noise of
10 e� and 3.3 e� respectively.

Source characterization

Our light source is a standard LED. We check that it
illuminates the detector homogenously, and measure the
intensity of the emitted light with a powermeter, which
allows us to calculate the mean number of photons ar-
riving to each pixel within the exposure time, and thus
verify the camera’s e�ciency. Using two single-photon
detectors (ID Quantique ID100) we measure the second-
order correlation function g(2), which we find to be 1, as
expected for a LED and acquisition times much longer
than the coherence time of the order of ⇠ 100 fs. We also
measure, using a single photon detector, that the num-
ber of photons emitted within an exposure time follows
a Poisson distribution, as shown in Fig. 5.

Saturation

Classical noise
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Random bits out

[1] D. Frauchiger, R. Renner, and M. Troyer. True randomness from realistic 
quantum devices. arXiv preprint arXiv:1311.4547, 2013.!
[2] M. Troyer and R. Renner. A randomness extractor for the quantis device. Id 
Quantique technical report, 2012.!
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FIG. 5. Statistics of the number of photons detected by a
single-photon detector (ID Quantique ID100) in 1ms, which,
as expected for most sources, follow a Poisson distribution.
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Random number generation

To generate random numbers we illuminate the cam-
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it would take an impossible ⇠ 2⇥ 1096 trials to notice
a deviation from a perfectly random bit string. If every-
body on earth used such a device constantly at 1Gbps,
it would take 1060 times the age of the universe for one
to notice a deviation from a perfectly random bit string.

RESULTS AND TESTS

We collected 48 frames corresponding to approxi-
mately 5 Gbits of raw random numbers and processed
them on a computer through an extractor with a 2000
bit input vector and a 500 bit output vector to generate
1.25 Gbits of random numbers. Random number gener-
ators are notoriously hard to test, however it is possible
to check the generated bit string for specific weaknesses.
The first step is to individuate potential problems of the
system, and then test for them. First, we tested the
generated random bit string before extraction. At this
stage, the entropy per bit is still considerably less than
unity; moreover, possible errors could arise from dead
pixels and from correlations between pixels values given
by electrical noise.
Besides increasing the mean entropy per bit, the ran-

domness extractor also ensures that if some of the pix-
els become damaged, covered by dust or su↵er from any
other problem, the extremely good quality of the ran-

trials before a 
deviation is found



TESTS, “DIEHARDER”
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FIG. 7. Autocorrelation of the output bitstring, the value of
the correlation is limited by the finite sample size.

domness is maintained.
A simplistic test to check that the generator does not

su↵er from a problem is to check the autocorrelation of
the output bitstring. We plot this in Fig. 7, showing no
correlation.

Finally, we performed the “die harder” battery of ran-
domness tests on both the extracted bit strings. This
set of tests contains the NIST test, the diehard tests and
some extra tests. The RNG passed all tests, the results
of the most commonly used tests are shown in Fig. 8.

For many applications, such as the generation of cryp-
tographic keys or gaming, speed is not as important
as the a↵ordability and portability given by this sys-
tem. Nevertheless, a quantum random number generator
based on an image sensor can provide very reasonable
performance in terms of speed. Consumer grade devices
acquire data at rates between 100 Megapixels per second
and 1 Gigapixel per second. After the necessary process-
ing, each pixel will typically provide 3 random bits so that
rates between 300 Mbps and 3 Gbps can be obtained.
To sustain such high data rates, processing can be done
either on an Field Programmable Gate Array (FPGA),
or could be embedded directly on a CMOS sensor chip.
Implementing the extractor fully in the software of a con-
sumer device can sustain random bit rates greater than 1
Mbps, largely su�cient for most consumer applications.

CONCLUSION AND OUTLOOK

We demonstrate a generator of random numbers of
quantum origin using technology compatible with con-
sumer and portable electronics. We believe that the
simplicity and performance of this device will make the
widespread use of quantum random numbers a reality,
with an important impact on information security. We

FIG. 8. Test results for some of the Diehard battery of tests
for random number generators. The represented p-value is
the result of a Kolmogorov-Smirnov test of 100 p-values. The
suite also performs a large number of other tests, which our
RNG passes, e.g. have a 0.01 < p-value < 0.99.

find exciting that, with a few tricks, quantum experi-
ments can now be done with consumer-grade hardware,
and that this may lead to the widespread use of a quan-
tum technology
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SPEED
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300 MHz 1000 MHz

Image sensor CPU/DSP/FPGA

Sensor: 8 Megapixels x 30 frames/s x 3 bits = 720 Mbit/s	


Extractor: software ~10 Mbps; PFGA ~ 1.25 Gbps	


Mobile phone: limited memory



MOST “CALIBRATED” SOURCES ARE 
USABLE, WITH CERTAIN ASSUMPTIONS.

4

0 20 40 60
0.00

0.02

0.04

0.06

0.08

Photon number n

P(
n)

Theory
(Poisson dist.)
Experiment

FIG. 5. Statistics of the number of photons detected by a
single-photon detector (ID Quantique ID100) in 1ms, which,
as expected for most sources, follow a Poisson distribution.
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CONCLUSION

Cheap image sensors really work at the quantum level	



QRNG can be made cheaply and integrated, using existing 
technology	



Still some work on the theory required



THANKS FOR YOUR ATTENTION

Anthony!
Martin

Hugo !
Zbinden

Nicolas!
Gisin



7TH ID QUANTIQUE WINTER SCHOOL 
18 JAN -22 JAN 2015

 

Price: ►  €  3’480.- per participant (Early booking discount, see below) 
 The price includes: 

- Board and accommodation (6 nights, single room in a *** hotel) 
- Course participation 
- Teaching materials 
- Recreational activities (various winter sports) 

 Travel to and from Les Diablerets not included. 
 
Certificate: ►  Granted  upon  completion  of  the  Winter  School 
 
Insurance:  ►  Health  and  accident  insurance  is  the  responsibility  of  the  participant. 
 
Accompanying  ►  Possibility  to  come  with  an  accompanying  person. 
Person: Price:  €  1’200.- per person, which includes: 
 Accommodation in a double room, breakfast, lunch and dinner, and  
 recreational activities. Travel to and from Les Diablerets not included. 
 
Application: ►  Before  November 15th, 2014 
 (The number of participants is limited. Applications will be accepted on a first 
                                    come first served basis.) 
 
Early booking: ►  For  booking  and  payment  before  October  15th,  2014,  special  price  of    €  

2’780.- per  participant  (€  960.- per accompanying person). 
 Act quickly to take advantage of this 20% discount!  
 
Optional visit: ►  Possibility  to  visit  the  premises  of  ID  Quantique  on  Friday  morning  and/or  

the Group of Applied Physics of the University of Geneva on Friday afternoon, 
January 23th, 2015. 

 Participants wishing to take advantage of this opportunity will leave Les 
Diablerets by train for Geneva at 8.00am. 

  The train ticket must be purchased by the participant, but the visit(s) is free of 
charge. 

 Registration and organizational issue for the visit(s) will be taken during the 
Winter School 

 
Come join us in Les Diablerets next winter! This Winter School is a unique opportunity to learn about 
state-of-the-art practical quantum communications and to gain hands-on experience. The program will 
also allow participants to network and socialize, while discovering winter sports such as downhill 
skiing, sledding or snowshoe hiking in a beautiful Swiss Alps winter landscape. 
 

Your faithfully, 
 
 
  
 

Grégoire Ribordy 

Tutorial by:	


• Whitfried Diffie	


• Colin Williams (D-Wave)	


• Nicolas Gisin	


• Eleni Diamanti	


• Tracy Northup	


• Sandu Popescu	


• Mikael Afzelius	


• Renner Renato


