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CURRENT COMMERCIAL RNG

IMPLEMENTATIONS
Software (not random) ars)technica
MicrOPhone (Can be Controlled) A MANMENU . MY STORIES: FORUMS

RISK ASSESSMENT - SECURITY & HACKTIVISM
PLL (no one knows...) ———

“We cannot trust” Intel and Via’s chip-

Shot noise in diode (slow) B TS 52Y e

Quantis (“large” and “expensive”)




SIMPLIFIED PRINCIPLE OF OPERATION
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FUNDAMENTAL RESEARCH
> COOL APPLICATIONS




MOBILE PHONE SENSORS ARE EXCELLENT!

Low noise (< le-), linear, small pixels, low capacitance before amp
Fast ( | Gpixel/s ~10 GBits/s) for video
Cheap (~19%); market for billions of sensors (I have 30 at home)

CMOS technology: source, detector and processing on a single chip.
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TESTED WITH TWO CAMERAS

Astronomy CCD Phone CMOS
(ATIK  383L+) (Nokia N9)

Noise: 10 e Noise: 3 e
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ATIK 383L|Nokia N9

Noise, o; (™) 10 3.3
Saturation (e™) 2¢10= 500
Ilumination (e™) 1.5 x 10* 410
Quantum uncertainty, o, (™) 122 20
Offset (e™) 144 —6
Output bits per pixel 16 10
Quantum entropy per pixel 8.3 bits 5.7 bits
Quantum entropy per raw bit 0.52 0.57




NON-IDEAL CAMERA: STILL OK

Technical Quantum
nhoise noise
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Even if Eve has full knowledge of the technical

noise, the best she can do is recover the quantum
noise.
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UP TO 10 RANDOM BITS PER PIXEL

10E /
Hin(X,) = —logy max (Py(n))] ~_ * o
= — log, |max (6_;”71)} % j /,//
: o T_LLﬁJ “'QE 2//
- }

mn



DETECTOR LINEARITY
IS IMPORTANT
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RANDOMNESS EXTRACTOR
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TESTS, “DIEHARDER”
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SPEED

Control
Clock

Image sensor CPU/DSP/FPGA

Data (10x)
300 MHz 1000 MHz

Sensor: 8 Megapixels x 30 frames/s x 3 bits = 720 Mbit/s

Extractor: software ~10 Mbps; PFGA ~ 1.25 Gbps
Mobile phone: limited memory



MOST “CALIBRATED” SOURCES ARE
USABLE, WITH CERTAIN ASSUMPTIONS.
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CAN BE COMPLETELY INTEGRATED
ON CHIP
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CONCLUSION

Cheap image sensors really work at the quantum level

QRNG can be made cheaply and integrated, using existing
technology

Still some work on the theory required
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