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The generation of random numbers is a task of paramount importance in modern science. A
central problem for both classical and quantum randomness generation is to estimate the entropy of
the data generated by a given device. Here we present a protocol for self-testing quantum random
number generation, in which the user can monitor the entropy in real-time. Based on a few general
assumptions, our protocol guarantees continuous generation of high quality randomness, without
the need for a detailed characterization of the devices. Using a fully optical setup, we implement
our protocol and illustrate its self-testing capacity. Our work thus provides a practical approach to
quantum randomness generation in a scenario of trusted but error-prone devices.

Given the importance of randomness in modern sci-
ence and beyond, e.g. for simulation algorithms and for
cryptography, an intense research effort has been devoted
to the problem of extracting randomness from quantum
systems. Devices for quantum random number genera-
tion (QRNG) are now commercially available. All these
schemes work essentially according to the same principle,
exploiting the randomness of quantum measurements. A
simple realization consists in sending a single photon on
a 50/50 beam-splitter and detecting the output path [1–
3]. Other designs were developed, based on measuring
the arrival time of single photons [4, 5], the phase noise
of a laser [6, 7], vacuum fluctuations [9, 10].

A central issue in randomness generation is the prob-
lem of estimating the entropy of the bits that are gen-
erated by a device, i.e. how random is the raw output
data. When a good estimate is available, appropriate
post-processing can be applied to extract true random
bits from the raw data (via a classical procedure termed
randomness extractor [11]). However, poor entropy esti-
mation is one of the main weaknesses of classical RNG
[12], and can have important consequences. In the con-
text of QRNG, entropy estimates for specific setups were
recently provided using sophisticated theoretical models
[13, 14]. Nevertheless, this approach has several draw-
backs. First, these techniques are relatively cumbersome,
requiring estimates for numerous experimental parame-
ters which may be difficult to precisely assess in prac-
tice. Second, each study applies to a specific experimen-
tal setup, and cannot be used for other implementations.
Finally, it offers no real-time monitoring of the quality
of the RNG process, hence no protection against unno-
ticed misalignment (or even failures) of the experimental
setup.

It is therefore highly desirable to design QRNG tech-
niques which can provide a real-time estimate of the out-
put entropy. An elegant solution is provided by the con-
cept of device-independent QRNG [15, 16], where ran-
domness can be certified and quantified without relying
on a detailed knowledge of the functioning of the de-
vices used in the protocol. Nevertheless, the practical
implementation of such protocols is extremely challeng-

FIG. 1. Sketch of the protocol. The self-testing QRNG
protocol consists in 3 distinct steps. (1) First, an experi-
ment is performed where, in each round, the user chooses a
preparation x and a measurement y, and obtains an outcome
b. (2) From the raw data, the distribution p(b|x, y) can be
estimated leading to an estimate for the value of the witness
W , from which the entropy of the raw data can be quantified.
(3) Based on the entropy bound, appropriate post-processing
of the raw data is performed, in order to extract the final
random bit string.

ing as it requires the genuine violation of Bell’s inequality
[16, 17]. Alternative approaches were proposed [18] but
their experimental implementation suffers from loopholes
[19]. More recently, an approach based on the uncer-
tainty principle was proposed but requires a fully char-
acterized measurement device [20].

Here, we present a simple and practical protocol for
self-testing QRNG. Based on a prepare-and-measure
setup, our protocol provides a continuous estimate of
the output entropy. Our approach requires only a few
general assumptions about the devices (such as quantum
systems of bounded dimension) without relying on a de-
tailed model of their functioning. This setting is relevant
to real-world implementations of randomness generation,
and is well-adapted to a scenario of trusted but error-
prone providers, i.e. a setting where the devices used in
the protocol are not actively designed to fool the user,
but where implementation may be imperfect. The key
idea behind our protocol is to certify randomness from a
pair of incompatible quantum measurements. As the in-
compatibility of the measurements can be directly quan-
tified from experimental data, our protocol is self-testing.
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FIG. 2. Implementing the self-testing QRNG. (a) Experimental setup. (b) Real-time evolution of the witness value W (blue)
and randomness generation rate (bits extracted per second; red). After 3 hours, the air conditioning in the laboratory is
switched off, which leads to misalignment of the optical components. In turn, this leads to a significant drop of the witness
value W and corresponding entropy.

That is, the amount genuine quantum randomness can be
quantified directly from the data, and can be separated
from other sources of randomness such as fluctuations
due to technical imperfections. The protocol is sketched
in Figure 1. More details can be found in [21]

We implemented the self-testing QRNG with stan-
dard technology, using a single photon source and fibered
telecommunication components. We implement the com-
plete QRNG protocol, achieving a rate 23 certified ran-
dom bits per second, with 99% confidence. The experi-
mental setup and results are provided in Figure 2. More
details can be found in [21]

Compared to the device-dependent approach, our pro-
tocol delivers a stronger form of security requiring less

characterization of the physical implementation, at the
price of a reduced rate compared to commercial QRNGs
such as ID Quantique QUANTIS which reaches 4Mbits/s.
A fully device-independent approach [15, 16], on the
other hand, offers even stronger security (in particular as-
sumptions (ii)-(iv) can be relaxed, hence offering robust-
ness to side-channels and memory effects), but its prac-
tical implementation is extremely challenging. Proof-of-
principle experiments require state-of-the-art setups but
could achieve only very low rates [16, 17]. Our approach
arguably offers a weaker form of security, but can be im-
plemented with standard technology. Our work considers
a scenario of trusted but error-prone devices, which we
believe to be relevant in practice.
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