Quantum key distribution system with 2.5 GHz clock rate
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Over the last decades, Quantum Key
Distribution (QKD) has made tremendous
progress towards achieving high secret key
rates (SKR) of the order or MHz over short
distances [1]. The challenges in order to reach
SKR of the order of tens of MHz are the
following. At the emitter side (Alice), the
source should generate qubits at rates of a
more than 1 GHz. At the receiver side (Bob),
the detection apparatus should be capable of
detection rates approaching 100 MHz, and fi-
nally the post-processing must be fast enough

to allow for real-time key generation.

In this paper, we present our new system
designed to achieve high SKR and exchange
keys over long distances. The emitter (de-
picted in Fig. 1) continuously generates true

random qubits at a clock rate of 2.5 GHz.
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FIG. 1: Global view of Alice’s setup.

This is, to our knowledge, the highest clock
rate ever achieved in a system capable of gen-
erating secret keys. Indeed, other systems
running at comparable or higher rates, were
working in burst mode and/or with pseudo-

random sequences [2].

We use a three-state protocol [3] imple-
mented in time-bin encoding and the decoy-

state method with three intensity levels. A



rigorous finite-key security analysis based on
Ref. [4] is performed. The system is con-
trolled by a field programmable gate array
(FPGA) at Alice’s and at Bob’s.

At Alice a gain-switched laser produces
pulses (about 40 ps at 1550 nm) at a rate of
2.5 GHz, which are doubled using an imbal-
anced interferometer. I.e. each qubit consists
of two time-bin separated by only 200 ps.

As a quantum channel, we use ultra low
loss fibres (Corning SMF-28 ULL fibre featur-
ing an attenuation as low as 0.16 dB/km [7]).
The chromatic dispersion is compensated
with dispersion compensating fibres, which is
mandatory for fibre lengths longer than 50km
in order to limit dispersion-induced quantum
bit errors.

Bob is designed to deal with high de-
tection rates. He can collect and pro-
cess the detections coming from up to 8
detectors at a total count rate of more
than 300 Mhz. For long distance exper-
iments we use InGaAs/InP negative feed-
back avalanche diodes single photon detec-
tors (NFAD SPDs) [5]. For short distance ex-
periments, 8 superconducting nanowire single
photon detectors (SNSPDs), are connected in
parallel. We use MoSi SNSPDs designed in-
house featuring detection efficiencies of more
than 80% and timing jitters of less than 30
ps.

The following active stabilization schemes
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FIG. 2: Stability of the QBER over 20 minutes.

are implemented. 1. Feedback on the phase
of Alice’s interferometer. 2. Feedback on
the bias voltage of the intensity modulator.
3. Synchronization of the signals coming from
the detectors with the temporal bins of the
FPGA to compensate for the fluctuations in
the length of the quantum channel.

The post-processing is performed in real
time by the FPGAs. Classical communi-
cation between Alice and Bob is performed
through a dedicated fibre channel using small
form-factor pluggable transceivers. The er-
ror correction step can be performed either
by the FPGAs themselves (for high rates, us-
ing low-density parity-check) or by an exter-

nal software (for long distances, using a CAS-

CADE algorithm [6]).

Preliminary results

As a first step we have characterized and

tested the system using NFAD SPDs operat-



ing in the free-running and cooled with a free-

piston Stirling cooler. As shown in Fig. 2,

the quantum bit error rate (QBER) with a
few meters of fibre is 1.0%. When the feed-

backs are activated, the system is stable over

several hours.
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We expect a slight improvement of the

QBER when using SNSPDs instead of NFAD
SPDs thank to their reduced timing jitter.

At the conference we will present and dis-

cuss in detail the results of both long distance

and short distance/high rate experiments.
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