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Abstract

Quantum key distribution (QKD) has been widely demonstrated to enable two authenticated
parties to share unconditionally secure messages over optical channels. The secure key rate
achievable in such systems is very sensitive to channel loss and noise as the key is
transmitted using single photons. Since the first complete QKD protocol (BB84) was
proposed in 1984 [1], and the first experimental demonstration of a QKD system in 1992 [2],
significant progress has been achieved in the performance of QKD links between two users.
The transmission distance has been extended from a few tens of centimetres to over a
hundred kilometres in recent years and the secure bit rate achievable has reached megabits
per second [3,4]. However, nearly all current systems are based on point-to-point
transmission. For cost-effectively extending the scope of QKD systems to provide secure
reconfigurable network communications between multiple parties, optical switching
techniques may be applied between QKD end-points, reducing the amount of deployed
hardware.

In this work, we study the feasibility of a basic reconfigurable multi-user QKD system, using
amendments to current protocols enabling rapid switching between end-points. We examine
the QKD performance with additional loss and crosstalk an optical switching element would
introduce, which could be critical in building reconfigurable multiuser QKD systems using
optical switches. The performance in terms of quantum bit error rate (QBER) of QKD paths
(based on the BB84 protocol) through optical switches is predicted using simulation and a
series of proof-of-principle experiments featuring additional emulated switch losses and
crosstalk from an interferer. Experiments and simulations show that -21dB of crosstalk
introduce negligible penalty, but a -9dB crosstalk level adds 5% QBER and reduces the key
rate from 11kbit/s to 6kbit/s for back to back signals. For a channel loss of 10dB, -21dB
crosstalk reduces the key rate by 250bit/s whereas -9dB crosstalk reduces the key rate to
Obit/s.
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