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|. Private Information Retrieval (PIR)

Private Information Retrieval (PIR) is the problem to retrieve one of f clas-
sical files from servers without revealing the identity of the retrieved file.

AM,Q

\

Server
My

yo

User Secrecy
I(K;Q%)=0

Conventional Download

Existing Results and Our Result

 Existing Quantum PIR (QPIR) studies mainly focused on one-server PIR
with finite-bit files. [Le Gall12], [Aharonov et al.19], - - -
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« Capacities of n-server PIR with arbitrary size files: C' = sup
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§ With server secrecy and by strong converse. x n servers and f files.

Il. QPIR Model with Multiple and Colluding Servers

QPIR Model

Query Index: K € {1,...
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e User and servers are honest but
colluding servers (at most t, unknown to user) communicate to reveal K.

Evaluation of QPIR Protocol qu“gm

- Error Probability P} := Pr[My = Mk]

« User Secrecy S&?e)r .= MaXs:.perm(n) [(K; (Qw(l), Ce

, Qrr)))
. Server Secrecy S\ =I(M\ {Mxk}; Qm, Q;_; AilK)

. QPIR Rate R(m) — __(Flesize) _ ___ logm

(Download size) 71 logdim H;
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QPIR Capacity | For n servers and f files, QPIR capacity is defined as
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l1l. Main Result

Theorem 1 Forany a € |0,1) and 3,~ € [0, 00], the QPIR capacity with
f > 2 files,n > 2 servers, and 1 < t < n colluding servers is

0.0 _ ~0.8,0 _ 2(n —t) n

B,y By
C = (Y B — exact exact — n for t > 5

exact asymp

1 fort<n
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V. Preliminaries

Lemma 1: Let n,t be n/2 <t < n. There exists a 2n x 2t matrix

D= (vi,...,va) = (w{,...,vqy,)" over afinite field F, s.t.

(a) (v;,Jv;) =0foranyie {1,...,2(n—t)}and j € {1,...,2t},

0 -1,
where J = (In 0 ),and

(B) Wr(1), o s Wat), Wr(1)4n, - -

for any perm 7 € perm(t).

, Wr(t)+n are linearly independent

Stabilizer Formalism by Condition (a)

e V :=span{vy,..
(.- Self-orthogonality V.C V+ := {v e F2" | (v, Jv/) =0 W' € V})

., Va(n—t) } defines a stabilizer.

» Let A =span{|i) | i € F}. Fora,b € Fyand v = (v1,...,v2,) € F.",
X(a) =Y li4+a)il, Z(b)= ") w""i)(i] onA,
1€, relfy
W (v) == X(v1)Z(Vp11) @ X(v2)Z(vp42) @ - -+ @ X(vp)Z(v2,) on AT,
where w := exp(2mv/—1/p).
. A®" is decomposed as H®" = W C4" """
where W = span{|[v]) | [v] = v + V+ € F2"/V+}.

N————
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Lemma 2: . For any v, v’ € ", we have

v+ VIV A+ V] ® pmix-

(1)

V. Our QPIR Protocol

Protocol for n servers, f files, t > 7 colluding servers

Files m := (m,mo, ..., ms) € F2"Y x oo x F2008 = p2(n=0F,

The target file is m; € F2""Y.

Choose vaty1,...,Van € Fo st {vy, ..
For secret random R & thxﬁn_t)f and £, = (0,...,0,1,0,...,0)",
(A1X, - X912y - -5 Anz) = (V1. .o, Vo )R+ (Vorgt, -+ -, Von ) B

., Vaon} is a basis of F;".
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: __ (Sizeofmpg) _ 2(n—t)
Analysis of Protocol| e R(™ = S=s8Fmw s — =02,

o P\™ =0and S\ =0 (.- the received state is ||m|) ({m|| ® pmix)-

o S&?Qr = 0 (.- queries of any t servers are uniform random by (b)).
«,0,0  ~0,3.,0
VI. Proof Sketch of C.. = Clne < 2(n—t)/n
» By secrecy, colluding servers generate t ebits b/w user and other servers,

« With shared ebits, non-colluding (n — t) servers can send at most 2(n — t)
bits to the user.




