Noisy pre-processing facilitating a photonic realisation of
device-independent quantum key distribution
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DIQKD

Key distribution with black boxes [1,2]
Stringent requirements:

Our aim:
Relax this!

- High transmission probability
- Large amount of data

Protocol

1. Distribution + measurement
|¢>AB?A17A27B07BlaBQ

2. Sifting + parameter estimation (CHSH)
S = (A1By) + (A1B2) + (A2B1) — (A3Bs)

. Noisy pre-processing .
Reference bit flipped with probability p: A1 — A

. Error correction
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ARL

Introduce a simple modification to the
DI protocol : noisification

- Previously used in DDQKD [3]
- New DIQKD security proof

Main result
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Eve's uncertainty:

. Privacy amplification

Implementation

Photonic:
+ fast
+ low noise ® P
- losses pps AX SPDC AX pps
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Optimal noisy pre-processing for DIGKD Asymptotic noise-efficiency tradeoff
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H(A|E)>1—h (“ <52/2)2_1> +h (“ 1_p(lz_p)(8_S2)>

correction due to noisification

Proof sketch

- Entropy accumulation theorem (EAT) [4]
Consider ¥$7% 5
Asymptotic key rate: r > H(A,|E) — H(A1|Bo)

- Symmetrization
H(A|E)=1-H(pp) + £ X, H(ppla)

- Qubit reduction
Jordan's lemma A, =3, A2 ® [\/(\| By =3, BY @ |u){ul
Block-diagonal state [¥*) 4 pp = Sty VIl @) i li)
Alice's measurement parametrized by ¢

A concave bound for each block implies a bound on average

- H(A;|E) . is an increasing function of ¢

The state that minimizes Eve's ignorance is independent of p



