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Introduction

* Proving Fiat-Shamir digital signatures and ZK proof systems
secure against quantum attackers

* Secure in the Quantum Random-Oracle Model (QROM)

* Extending an existing QROM technique to a larger class of
applications, notably

= Multi-round Fiat-Shamir signatures (Example: MQDSS)
— Bulletproofs
- Sequential-OR Proofs

* Proving tightness
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Quantum Random-Oracle Model

* We model the public hash
function as an external

random-oracle < "
. >
* All parties have quantum query -«
access, which means that A - =
- The function cannotbe .
computed locally I
— Parties can query a L

superposition of inputs
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Main results

* Multi-input reprogrammability of the QROM:

v v

(x, 2) (X,7Z)

Prlx = x, AV (x, H(x), 2)
O(¢*)
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Main results

* Security of multi-round Fiat-Shamir in the QROM:

ADVggm,) < O(¢"™) - ADVi,

for any 2n+1-round public-coin proof system 11,,

* Tightness:
- For typical 3-round schemes, there exists a FS attack that boosts
the best interactive adversary by a factor ¢?

- The attack can be extended to an artificial multi-round scheme.
This attack boosts the adversary’s success by n =27 ¢?"
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Outline of the talk

* Fiat-Shamir transformation

* How measure-and-reprogram 1.0 is applied

 Multi-round Fiat-Shamir; what we need

* Proof idea for multi-input reprogrammability

* Another application; sequential OR-proofs
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The Fiat-Shamir transformation

(pk, sk) < KeyGen

com
. >

) . ch
resp R

V (pk, com, ch,resp)
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The Fiat-Shamir transformation

(pk, sk) < KeyGen

H % res
P .
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The Fiat-Shamir transformation

(pk, sk) < KeyGen

(com||resp)

>

H (pk||com)

V(pk, com, H(pk||com), resp)
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The Fiat-Shamir transformation

(pk, sk) < KeyGen pk

(m||com||resp)

>

H(m||pk||com)

V(pk, com, H(m||pk||com), resp)
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Measure-and-reprogram 1.0 [DFMS19]

————————————————— > R
< -«
,,,,,,,,,,,,,,,,, - L
< " »

A o~ A O s
————————————————— > R
< -«

G (T, Z)

Prlz =z, ANV (x, H(x), 2)]
O(¢?)

— €, <Priz =2, ANV(Z,0,2)]

Jelle Don, CWI Amsterdam Measure-and-reprogram 2.0



Application to plain Fiat-Shamir

©

(pk, com, resp)

>

v

(pk, com, resp) = (,z)
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Application to plain Fiat-Shamir

pk

com o
-
ch C
resp R

A
v
(pk, com, resp)
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Application to plain Fiat-Shamir

com
|
ch
resp _
V (pk, com, ch,resp)

: Prlz =2, ANV (z,H(x), 2)]
fffffffffffffffffffffffffff > O(q?)

— €z, <PrizT =2, AV (Z,0,2)]

v

(pk, com, resp)
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Multi-round Fiat-Shamir

* There exist 2n+1 round public coin interactive proof systems, for
constant or logarithmic n.

* Generalized ‘multi-round’ FS transform takes away the
interaction.
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Multi-round Fiat-Shamir

(pk, sk) < KeyGen pk
com
>
B Chl
.J COM5 R
COM.y, R
. ch,,
resp _
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Multi-round Fiat-Shamir

(pk, sk) < KeyGen pk
com

.J COM2 _
COMy, R

ch; = H(com;) ch; = H(com,;)
resp _
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Multi-round Fiat-Shamir

(pk, sk) < KeyGen pk
o
H ..) (comq,...,comy,resp) H
ch; = H(com;) ch; = H(com,;)

V(x,com, H(com), resp)
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Multi-input reprogrammability

i i
(x, 2) (X, %)

Prx = x, AV (x, H(x), 2)]
7
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Multi-input reprogrammability

,,,,,,,,,,,,,,,,, >
<
,,,,,,,,,,,,,,,,, >
<
A OoH
,,,,,,,,,,,,,,,,, >
L ]
(%, 2)
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Multi-input reprogrammability

,,,,,,,,,,,,,,,,, >
-
,,,,,,,,,,,,,,,,, >
-
A OoH
,,,,,,,,,,,,,,,,, >
L -<
(371,,2’)
= (xo,..., T, 2)
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Multi-input reprogrammability

fffffffffffffffff | o B — .
N e
————————————————— > e
< <
H
A 1 - _ 0
e R
L1
>
<« >
0, « "
fffffffffffffffff > ——
i < <
/
(37 1y % )

2= (x2,...,2Zn, 2)

V(z1,01, 22, H(z2),..., 20, H(xy), 2)
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Multi-input reprogrammability

fffffffffffffffff | o B —— .
N D
————————————————— > R
< <
H
A i N
e o
L1
>
<« >
0, I
fffffffffffffffff > e
< <
v /
(561, < )

2= (x2,...,2Zn, 2)

V(z1,01, 22, H(z2),..., 20, H(xy), 2)
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Multi-input reprogrammability

,,,,,,,,,,,, >
< ,,,,,,,,,,,,
,,,,,,,,,,,, >
< ,,,,,,,,,,,,
A O"
,,,,,,,,,,,, >
< ,,,,,,,,,,,,,
,,,,,,,,,,,, >
< ,,,,,,,,,,,,,
,,,,,,,,,,,, >
< ,,,,,,,,,,,,
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Multi-input reprogrammability

,,,,,,,,,,,, >
< ,,,,,,,,,,,,
,,,,,,,,,,,, >
< ,,,,,,,,,,,,,
A O"
,,,,,,,,,,,, >
< ,,,,,,,,,,,,
,,,,,,,,,,,,, >
< ,,,,,,,,,,,,,
,,,,,,,,,,,, >
< ,,,,,,,,,,,,,

(561, Z,) — (5132, Z”)

2= (x2,...,%n,2) 2= (x1,23,...,%Tn, 2)

V(z1,01, 22, H(z2),..., 20, H(xy), 2)
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Multi-input reprogrammability

A S O"
———————————— > R
- oo
———————————— > e
g e
———————————— > .
-t -

(z1,2") = (x2,2")

2= (x2,...,%n,2) 2= (x1,23,...,%Tn, 2)

V(r1,01,22,09,...,2,, H(xy,), 2)
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Multi-input reprogrammability

V(Qil, @1,35'2, @2, coe s Ln, @n, Z)
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Multi-input reprogrammability

\/
(1,5 %n, 2)

V(iUl, @1,35'2, @2, coe s Ln, @n, Z)
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Multi-input reprogrammability

Prxy = 2 AV (21, H(z1), 2')]
O(q?)

— €0 < Pr [33_1 = 33(1) A\ V(x_la @17 Z,)]

Pr|x = x, A V(x, H(x), 2)]
?

—?7<Prix=x,AV(x,0,2)]

Jelle Don, CWI Amsterdam Measure-and-reprogram 2.0



Multi-input reprogrammability

Prxy = 2 AV (21, H(z1), 2')]
O(q?)

— €0 < Pr [33_1 = 33(1) A\ V(x_la @17 Z,)]

Przy =2 ANwo = 25 AV (21,20, H(21), H(22), 2")]
O(q*)

— €ag — €xg < Pr[@1 = 2] ATy = 25 AV(71,72, 01, 02,2")

Pr|x = x, A V(x, H(x), 2)]
?

—?7<Prix=x,AV(x,0,2)]

Jelle Don, CWI Amsterdam Measure-and-reprogram 2.0



Multi-input reprogrammability

Prxy = 2 AV (21, H(z1), 2')]
O(q?)

— €0 < Pr [33_1 = 33(1) A\ V(x_la @17 Z,)]

Przy =2 ANwo = 25 AV (21,20, H(21), H(22), 2")]
O(q*)

— €20 — €3 < Pr [37_1 = xi NToy = x; A V(x_lax_27@17@272//)]

Prx =x, A V(x, H(x), 2)] -
O(q*")
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Multi-input reprogrammability

Prz) =2} ANxg = X

Pr[X:Xo/\V(XaH(X)aZ)]_ S € o rlx =x X Z
O D s SPrix =X, AV(x,0,2)]
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Multi-input reprogrammability

Pr{z; =2 Nxg = =1 «x

Pr[X:Xo/\V(XaH(X)aZ)]_ S € o rlx =x X Z
O D s SPrix =X, AV(x,0,2)]
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Measure-and-reprogram 2.0

————————————————— > R
< -«
,,,,,,,,,,,,,,,,, - L
< " »

A o~ A O s
————————————————— > R
< -«

G (T, Z)

Prlz =z, ANV (x, H(x), 2)]
O(¢?)

<Prlz =2, A\V(Z,0,2)]
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Measure-and-reprogram 2.0

Prxy = 2 AV (21, H(z1), 2')]
O(q?)

— €0 < Pr [33_1 = 33(1) A\ V(x_la @17 Z,)]

Przy =2 ANwo = 25 AV (21,20, H(21), H(22), 2")]
O(q*)

— €pg — €25 < Pr[T7 = 2§ ATy = 25 AV (T1,T2, 01, 02, 2"))

Prx =x, A V(x, H(x), 2)] -
O(q*")
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Measure-and-reprogram 2.0

Prxy = 2 AV (21, H(z1), 2')]

0 < Pr[z1 =2] AV (T1,01,2)]

P =z A =x5 ANV H H "
1"[96'1 Ty N\NT2 = Tq O((if)lawm (951)7 (952)773 )} < Pr [x_lz 37? ANTg = x; /\V(x_l,a:_2,@1,@2,z”)]
q

Prx =x, A V(x, H(x), 2)]
O(q*")

<Prix=x,AV(x,0,z2)]
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Multi-round Fiat-Shamir
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Multi-round Fiat-Shamir

(pk, sk) < KeyGen pk
com
>
B Chl
.J COM5 R
COM.y, R
. ch,,
resp _
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Multi-round Fiat-Shamir

\j
(1,5 %n, 2)

Solution: include previous challenge in the hash:
chy = H(0,x,com,)
ch; = H(t—1,ch;_1,com;)
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Multi-round Fiat-Shamir

\j
(1,5 %n, 2)

Solution: include previous challenge in the hash:
chy = H(0,x,com,)
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Sequential OR-proofs

* Introduced by Liu, Wei and Wong in 2004

- Proves at least one of two statements x1,x2 is
true, without revealing which one:

V(xy,comq, H(coms),respr)

V(xo, coms, H(comy), resps)
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Thank you for listening. Questions?
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