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Overview

Key point:
•Protocol with one partially trusted party and a complete untrusted receiver (in comparison to [1]).
•No assumptions on the receiver, proof against attacks on detectors (in comparison to [2]).
•Simple prepare-and-measure implementation, no need for entanglement (in comparison to [3]).

Main results:
•Proof of principle experiment demonstrating the feasibility of our pro-
posal.
•Protocols that can tolerate an arbitrarily low transmission efficiency.

Prepare-and-measure scenario

Fig. 1: Scenario: Based on the observed data p(b|x, y), and the assumption that Alice’s preparations |ψx〉
have bounded overlap, Alice and Bob can establish a secret key

Assumptions common to all QKD protocols:
1. x, y are chosen independently from Eve
2. No information about x and y leaks to Eve, except via the quantum and classical
communication specified in the protocol at the given round

3. Validity of quantum physics.
Additional assumption:
1. The inner-products γx,x′ = 〈ψx|ψx′〉 with x, x′ = 0, ..., n− 1 are bounded.

Protocol

1. Alice chooses :
• r = (r0, r1) with 0 ≤ r0 < r1 ≤ n− 1,
• a key bit k with k = 0, 1.

2. Alice sets x = rk and sends a coherent state |ψx〉 = |α cos(θ/2)〉H
∣∣∣∣∣∣α sin(θ/2)eiφx

〉
V

3. Bob chooses a basis with y = 0, 1..., n− 1
4. Bob’s measures B0|y =

∣∣∣∣∣∣ψ⊥y
〉〈
ψ⊥y

∣∣∣∣∣∣, B1|y = |ψy〉〈ψy|
Expected statistics: p(b = 0|x, y) = 1− e−|α|

2 sin(θ)2 sin(2π(x−y)
n )2

5. If b = 0 and y = r0 or y = r1 raw key is generated; else the round is discarded

Security analysis

Lower bound on asymptotic key rate per round [4]:
R = (Hmin(A|E, succ)−H2[QBER]) p(succ) (1)

•QBER, p(succ) estimated from the data p(b|x, y)
•Estimation of Hmin(A|E, succ) can be relaxed to a hierarchy of semi-definite programs
(SDPs) using solely p(b|x, y) and γx,x′ [5].

Experimental realization

Fig. 2: Experimental setup

Fig. 3: Experimental results. (Top) Key rate R as a function of the transmission η for the protocol with
n = 2 states. (Middle) Illustration of the self-testing feature of the protocol. (Bottom) Key rate R vs

transmission η for the protocol with n = 3 states, showing enhanced robustness to losses.
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