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Quantum Key Distribution (QKD) allows users to generate encryption keys, whose secrecy
and randomness is founded in the laws of physics [1]. Here we report on the realization of a
portable quantum communication platform and its validation in an intra-campus QKD
session (Fig. 1 and 2). We outline the entire quantum-photonics process chain for efficient
free-space quantum communication. Starting with the design and fabrication of an
entangled photon source and mobile telescopes in-house, to finally integrating adapted
QKD postprocessing software solutions from the Austrian Institute of Technology (AIT) to
generate the information-theoretically secure key, which is used to encrypt a video call.

ENTANGLED PHOTON S OURCE

• Based on type-2 spontaneous parametric down conversion (SPDC).
• Polarization encoding engineered through Sagnac interferometer
design [2], Fig. 3.
• Entangled photons, signal and idler created at 810 nm.
• One photon sent over free-space link to Bob and the other one sent
to Alice through fiber.
• Field-deployable, 19 inch rack compatible (Fig. 4).
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Fig. 3. EPS optical design. Non-linear crystal (NLC) is pumped bidirectionally with 405 nm in a
sagnac configuration, generating entangled photon pairs at dual-wavelength polarization
beam splitter (dPBS). The SPDC photons are then separated using a dichroic mirror (DM).
SPDC photons are then collected in single mode fibers.

MOBILE OPTICAL TERMINALS
We developed two highly versatile mobile terminals (Fig. 5) for adhoc free-space quantum communication link, with the following
features (Fig. 6):
• Off-axis mirror-based transmitter and receiver telescopes with
200 mm primary apertures and no central obscuration
• Communication channels at 810 nm and 1550 nm
• Forward (1064 nm) and backward (980 nm) beacon channels
• Visible (VIS) camera for rough alignment of the terminals
• Fine alignment and active beam stabilization with beacon lasers
and fast steering mirrors (FSM)

FSM

1550 nm
signal
detection
810 nm
signal detection

Fig. 6. Optical link architecture.

S YNCHRONIZATION WITH
CORRELATED PHOTONS
Quantum communication schemes usually
incorporate dedicated synchronization
hardware, like GPS signal, Rubidium clocks or
pulsed laser [3]. Here we show reliable
operation of a potential quantum
communication session, where entangled
photon pairs serve as mediator to synchronize
receiver and sender with synchronization
jitters root-mean squares of smaller than 50 ps
(Fig. 7). The computer-aided post-processing
can be easily and immediately applied to wide
range of quantum communication scenarios
and may pave the way for secure time
transfer.

Fig. 7. Comparison of total system jitter with
correlated photons and reference for 100 ms
data package size and 600 ms feedback loop
time. Live tracking of the correlation peak clearly
reduces the jitter.
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Fig. 2. The two QKD-modules are connected by an optical freespace link for transmission of the
quantum signal, as well as through an encrypted classical channel for Quantum-Postprocessing
(QPS), Key-Management (KMS) and user communication. The QPS retrieves quantum events
and generates the secure key, which is stored in the KMS. The KMS feeds the key to the
encryptor (Encr. A/B), which then uses it to encrypt the classical channel.
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Fig. 1. Quantum key distribution setup a, including a spontanous parametric downconversion
source, and telescopes with active tip-tilt beam stabilization. b Achieved key rates of 7.1 kbit/s
on average and quantum bit error rates (QBER) during 50 min of key exchange on a 300-m
free-space link.
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In order to provide metadata information on the transmitted quantum bits there is a timeline based
visualization realized with Grafana and InfluxDB. The first visualizes quantum bit error rates (QBER) and
coincidences based on the stored metadata in the latter.
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