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Practical issue: perfect single-photon sources are challenging to realize
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Photon number splitting (PNS) attack seriously limits
performance due to multi-photon components

Example: BB84 with WCPs :> Secret key rate scaling O(n2)

H. Inamori et al, The European Physical Journal D 41, 3 (2007)
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* Achievable O(7) scaling

* Distributed-phase-reference (DPR) QKD

° Differential-phase-shift (DPS) K. Inoue et al, Phys. Rev. Lett. 89, 037902 (2002)
. Coherent_one_way (COW) N. Gisin et al, arXiv quant-ph/0411022 (2004)
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DPR QKD:
« DPS QKD

* Information is encoded into the phase difference between coherent pulses
- Achievable O(13/2) scaling
* Round-robin DPS QKD ==) O (7)) can almost be reached

T. Sasaki, Y. Yamamoto, and M. Koashi, Nature 509, 475 (2014);

« COW QKD

* Encoding is done by combining coherent and/or vacuum pulses
upper bound against general attacks 0(77)

* Security was not fully established prior to our work % lower bound against general attacks (O(7?)
lower bound against collective attacks (O(n)

* |s already commercialized and long-distance experiments have been performed
D. Stucki et al, New J. of Phys. 11, 075 003 (2009); B. Korzh et al Nat. Ph. 9, 163-168 (2015)

over 300 km
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channel
Alice At o Bob Jaay

NVWWY\ s data line D For two subsequent coherent pulses
Laser |1 IM | | i > >7 d
1-tg \V
_m_ bit value 0 >7 D1 Dy never clicks
signals m_ bit value 1 monitoring
Y\ decoy state line >7 D
pulses

Monitored quantities:
e Quantum bit error rate (QBER)

. Visibilities V, = g%gﬁﬂg;gggﬁ;fg with s € S = {d,01,0d, 1d, dd}

» For a certain value of the Gain (probability that Bob observes a detection event per
signal)

Its secret key rate scales with at most O(T}Q)
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Eve can avoid misidentifying signal states

jo]?

|::>Unambiguous state discrimination (USD)

(Probability of having an inconclusive result = qysp)

* Vacuum pulses in the signal states inherently break the coherence between the signals

$

Eve can exploit to have perfect values for the monitored quantities
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The sequential attack against the COW

* Eve measures every signal one-by-one using USD

Eve’s POVM elements
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* Eve measures every signal one-by-one using USD

Eve’s POVM elements

Emitting ST
probability Allce| :; s;gna,l z’? ‘% 1 E(j) 2 qu 3 H. Sugimoto et al, Phys. Rev. A 82, 032338 (2010)
1-— 2 0 S inc . . ..
51—%2 1) 5 e 0 Qf;c I:> For given f and I:> P, is maximized
f |p2) 0 0 qf g

* Inconclusive results m==) she resends vacuum signals m

» She collects consecutive conclusive results

* Based on these results she prepares new signal states and resends them to Bob
. Intercept-resend type of attack ™) entanglement breaking channel

@ M. Curty et al, Phys. Rev. Lett. 92, 217903 (2004)
No secret key can be distilled



The sequential attack against the COW

* Eve only resends blocks or sub-blocks that are bordered by vacuum pulses

Alice sends: d 0 1 1 d 1 d

Eve gets: incé 0 |nc 1 d 1 inc

Alice sends:

Eve gets:

Eve resends: vacvacivacivac i d i 1 vac

A AN 8 a0 T
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Why is this necessary?

Alicesends: d 1 1|0 d 1|d d 0 [1 0 1 0

Eve gets: inc incincfl0 d 1 |d inc O 1 0 |nc0

Alice sends:

Eve gets:

Y Q ‘ Eve would break the coherence

« USD |:> no misidentified state |:> QBER=0

Zero-error attack
* Eve avoids breaking the coherence with her strategy |:> V. =1



Upper security bound

J. Gonzdlez-Payo, R. Trényi, W. Wang, and M. Curty, Phys. Rev. Lett. 125, 260510 (2020)

Given f, a

U

Optimal USD

Qin‘c(f' a)

U

Gzero (fi CX)

U

Any experiment with G(f,a, ) < G ero (f, @) is insecure
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Upper security bound

Given f: vn Ela’max(f: 77) such that Gzero (f: amax) < G(f; Xmax» 77)

If a is too large :> signal states are more orthogonal :> USD is easier

3

G,ero IS tOO large <: less inconclusive results

Trivial upper bound for the secret key rate:

K < (1 — f)n‘amax(f: 77)‘2 = RUPP



Evaluation of the bound

Logqo(Secret key rate)
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A real life example

H f D Pd tB Qatt (dB/km)
0.5[0.1 [36][0.77 [49][2 x 10 ® [49][0.9 [21] 0.2
WV

COW is insecure after 22.6 km
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Conclusions and outlook

* The asymptotic scaling of the COW protocol is quadratic in the system’s transmittance

\ ¢

* Makes it inappropriate for long distance QKD

« COW serves as an example where coherent attacks are more powerful than collective
attacks

14
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Conclusions and outlook

» To achieve the hoped linear scaling the scheme has to be modified

* More quantities to be monitored <j/

» Checking coherence between non-adjacent coherent pulses <:://

* Adding extra states <,I://

!

* Less simple implementation is needed

15
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