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Chip-based QKD

1allenges in Practical QKD

Expensive (Lasers, high-bandwidth modulators, single photon detectors)

Large-scale and Heav
) Y Future: Chip-based QKD network

Solution: Integrated platform

Chip-based
transmitter

1. Low cost: mass manufacture

2. Integrated and Miniaturized

Integration is inevitable for future developments !



Recent works in chip-based

QFngI QKD transmitter
f arization Modulator . 2 I — 1

C. Ma et al., Optica 3, 1274 (2016)

High-speed modulation

BB84 - POLARIZATION

High-dimensional protocol

_ (a)

mmmmm

P. Sibson et al., Optica 4, 172 (2017)

Y. Ding et al., npj Quantum Inf. 3, 25 (2017)

First InP QKD transmitter Metropolitan field test

P. Sibson et al.,
Nat. Commun. 8, 13984 (2017)

D. Bunandar et al., PRX 8, 021009 (2018)

Optics Letters 2, 44 (2019)

~Integrated lasers
On InP

v

BS

RO fonr!
|

W Coincidence |
Logic " e

C. Agnesi et al.,

H. Semenenko et al.,
Optics Letters 2, 44 (2019)

Fibre

lice
5 S, coupler
S o> :
=

CV-QKD integrated syste

"“_\ G. Zhang et al.,
P g e OO Nat. Photonics 13, 839 (2019)

Modulator free transmitter

T. K. Paraiso et al.,

npj Quantum Inf. 5,
AD(DN10)




Challenges in chip-based QKD

 Mediocre secure key rate
* Low extinction ratio under high-speed modulation
» Stability

How to achieve higher key rates?

High Clock Rate Low Quantum bit error rate
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Setup

1-decoy 4-state efficient BB84 protocol

2.5 GHz random modulation

0.49% QBER, Two-stage polarization

modulation
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Chip: commercially fabricated, integrated :

* Intensity modulator(IM) | SNSPD  PBS
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« WDM: time synchronization



Polarization modulation method
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Polarization modulation method
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Polarization modulation method

Imperfection:

* 2D Grating Coupler:
« CDM:

Compensation:

* Tune CDM2 to compensate loss of
CDM3 Experimental modulation results




High speed electronics

Commercial solution: AWG+RF amplifier
 Expensive
 AC coupled: Changing one influences other amplitudes

Modulation signals in
/‘\ /‘\ QKD:

* Randomized
* Multiple amplitudes

for decoy intensities

and encoding states



High speed electronics

Commercial solution: AWG+RF amplifier
 Expensive
 AC coupled: Changing one influences other amplitudes

[\ [\ Modulation signals in

QKD:
« Randomized
* Multiple amplitudes

for decoy intensities

and encoding states



High speed electronics

Home-made FPGA electronic board
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 Expensive

 AC coupled: Changing one influences other amplitt

o

Advantages

* Cost-efficient

* DC coupled: Different amplitudes are

L" g A Y B e uncorrelated and can be independently

controlled

« 10G Sample/s, 7.5Vpp max

 IM/POLM channel: Four adjustable independent levels

e DC coupled out
P X. Liu et al., Rev. Sci. Instrum. 91, 024705 (2!



High speed electronics

Home-made FPGA electronic board
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 Three amplitude-modulated and synchronized
pulses

* 10G Sample/s, 7.5Vpp max * Pulses are combined to generate the desired
* IM/POLM channel: Four adjustable independent levelspattern with multiple amplitudes

 DC coupled out _ _
X. Liu et al., Rev. Sci. Instrum. 91, 024705 (2C



-~decoy-intensity 4-encoding-state

e Simple to perform

 Security against general attacks

BB84 Protocol

« The highest secure key rate(SKR) in our system
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-decoy-intensity 4-encoding-state BB84 Protocol

~ effective detections——— key rate
-decoy-intensity Protocgl
When QBER decrease
0 need of vacuum state i

\:’ooser parameter estimatiea——Lower key rate

Rusca, Davide, et al. Appl. Phys. Lett. 112.17 (2018): 171



Continuous runs without maintenance

* Time Synchronization + Polarization Feedback

* Continuous run(>7h) with nearly non-degrading secure key rates

Signal Calibration
Sync = % Sync signal generation pulses pulses
U———
Signal < 'LLL' = N
Turbulence H/,—/\/
Key generation Measure
QBER
as
TDhC Feedback

Key generation EPC

Time Synchronization Polarization Feedback



Continuous runs without maintenance

 Time Synchronization + Polarization Feedback

* Continuous run(>7h) with nearly non-degrading secure key rates
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Results

Channel loss (dB)
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* One of the highest rates
reported

NeR)c()tbgtséb:mmlaturlzed and low-
Cﬂst .

* High-bandwidth QKD network

Electronics+Photonics

Integration
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