
Long Distance Quantum Key 
Distribution Gets Simpler

Lai Zhou
Beijing Academy of Quantum Information Sciences

2023-08-16



Long Distance Quantum Key Distribution Gets Simpler

Secure Communication and Quantum Network

Main Components:
• Single photon source
• quantum memory
• Single photon detector
• Fiber, free space channel
• Control system, e.g.,
phase, polarization, synchronization, beam tracking

Distributed quantum network:
Quantum sensing, distributed quantum computing,
Quantum key distribution (QKD)

C. Lu et al., Nature Nanotechnology 16.12 (2021)
S. Wehner et al., Science, 362.6412 (2018)

Practical quantum network:
Trusted QKD network

The next stage:
Untrusted QKD network, entanglement QKD network
Quantum repeaters
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Secure Communication and Quantum Network

T. Chen et al., Nature 589.214(2021)     (China) S. Joshi et al., Science advance 6.36 (2020)     (Bristol, UK)

Security

Distance

ApplicationY. Yong et al., Nature 578.7794(2020)     (China)

1G

2G

Practical Candidate:
Twin field QKD 

Network performance update 
1) Higher security, untrusted node
2) Longer distance， 300-600km intercity
3) Higher rate, 10Mbps@10km
4) Miniaturization，photonic chip
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Secure Communication and Quantum Network
BB84

1984

• Free space 32 cm
- Bennett, IBM, USA

• Fiber1 km (1993)
- Gisin Geneva, Switzerland 

First QKD experiment

1992

Bennett
IBM, USA

Decoy state
attack in source

2003

Field trial QKD network

2005

• Decoy state idea -Hwang
• Decoy state（2005）

-H. K. Lo, X. F. Ma, Toronto
-X. B. Wang, Tsinghua

• DARPA-QKD, USA
• SECOQC-QKD, Europe（2008）
• Tokyo-QKD, Japan（2010）

2012

MDI-QKD
attack in detector

H. K. Lo, X. F. Ma
Toronto, Canada

2017

Space-QKD：Mozi
QKD network：
Beijing-Shanghai
J. W. Pan, USTC

2018

TF-QKD

Toshiba, Cambridge, UK

2019

TF-QKD in fiber
• 300 km (2019)

- Z. F. Han, USTC
• 502 km（2020）

- J. W. Pan, USTC

F. H. Xu et al., Reviews of Modern Physics 92 (2), 025002 (2020)
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Secure Communication and Quantum Network

• Toshiba, Cambridge, UK
BB84122 km

1002 km

404 km

833 km
• J. W. Pan, USTC

MDI-QKD

• Z. F. Han, USTC
TF-QKD

• J. W. Pan, USTC
TF-QKD

2003

2016

2022

2023

115.8 Mbps,10 km

1.02 Mbps, 20 km

13.72 Mbps,10 km
2023

2018

2008

Distance in fiber

Secure key rate

• Toshiba, Cambridge, UK
BB84

• Toshiba, Cambridge, UK
T12

• J. W. Pan, F. H. Xu, USTC
BB84
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Simpler System with good performance

 Open Twin Field QKD assisted by the 
coherence frequency comb

 Measurement device independent QKD 
with post-measurement pairing 
technique
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1） Twin Field QKD  

Overcome the linear rate-transmittance bound

M. Lucamarini et al., Nature 557.7705, (2018).
S. Pirandola et al., Nature Communication 8,15043 (2017).

𝑆𝑆𝑆𝑆𝑆𝑆 = −𝑙𝑙𝑙𝑙𝑙𝑙2(1 − η) ∝ η
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1） Twin Field QKD  

Frequency difference
between the users’ lasers

Fast phase evolution
in long fibers

M. Lucamarini et al., Nature 557.7705, (2018).
S. Pirandola et al., Nature Communication 8,15043 (2017).

Single photon interference (phase stabilization)

Distance record in recent years:
509 km, Phys. Rev. Lett. 124, 070501 (2020).
605 km, Nat. Photonics 15, 530 (2021).
658 km, Phys. Rev. Lett. 128,180502 (2022).
833 km, Nat. Photonics 16, 154 (2022)
1002 km, Phys. Rev. Lett. 130, 210801 (2023)
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Closed configuration: Twin Field QKD  

Frequency dissemination 
with service fiber 
• Injection locking / OPLL module
• EDFA
• Fiber resource
• Scalability into a larger network?

Y. Liu et al., Phys. Rev. Lett. 130, 210801 (2023) (USTC, China)M. Pittaluga et al., Nat. Photonics 15, 530 (2021)   (Toshiba, UK)  

C. Clivati et al., Nat. Communications 13, 157 (2022)  (INRIM, Italy)J. Chen et al., Nat. Photonics 13, 570 (2021)  (USTC,China)
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Open TF-QKD

Open channel setup

• Ultra stable laser source  
(1550.12nm, ~1 Hz linewidth)

• Independent lasers (97.8% visibility)
• SNSPD (~2 Hz DCR, 60% eff)
• System repetition rate @ 1 GHz
• SNS-TF-QKD @ 500 MHz rate

Coherent frequency comb
• λc, channel reference light (1550.52 nm)
• λq, quantum signal light (1549.72 nm)
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Dual-band phase stabilization

Dc, 13 MHz counts rate, 200 kHz PID feedback rate

Dual-band high speed phase compensation
• Unstabilized λc (purple), 1.07 kHz drift rate
• Stabilized λc (blue)
• Stablized λq (yellow), 96.8% visibility, 0.72 Hz drift rate

Channel isolation is more than 65 dB Good stabilized result, <0.1 rad std. 
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Dual-band phase stabilization

Dual-band high speed phase compensation
• Unstabilized λc (purple), 1.07 kHz drift rate
• Stabilized λc (blue)
• Stablized λq (yellow), 96.8% visibility, 0.72 Hz drift rate

Channel isolation is more than 65 dB Good stabilized result, <0.1 rad std. 

10-20 kHz count rate, 50-100 Hz feedback rate
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Dual-band phase stabilization

Low-noise and high-rate APD 
• 1.25 GHz gating rate
• 700MC/s， 0.5% afterpulsing, 25.3% detection efficiency
• 5.4e-7/gate, 1.0% afterpulsing, 21.2% detection efficiency

ultra-narrowband interference circuit (new patent filing)

One application: More counts rate, faster feedback rate

Fabricated APD in BAQIS

Y. Fan et al., Optics Express 31,5 (2023) 
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Frequency drift and compensation

Sideband generation to calibration Δν (1.5 GHz range) 

Short fibre (10 m)
Tracking the laser frequency 
difference (Δν) 

Frequency drift 
(110 mHz/s@Alice, 93 mHz/s@Bob) 

Long fibre (615.6 km)
Compensate the drifted Δν 
in real time

Long fibre (615.6 km)
Broadened drift rate but still 
tracking Δν

MenloSystems
Laser

λ/2 λ/4 

PDPound-Drever-
Hall

lockbox

EOM2EOM1

Cavityoutput

RF

Sideband 
generation

PDH locking

Amp
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Secure key rate  
AOPP-SNS-TF QKD protocol in finite size

Symmetric case: 
• 146.7 bit/s@403.7 km
• 14.4 bit/s@518.2 km (SKR/SKC0 = 10.1)
• 0.32 bit/s @615.6 km (SKR/SKC0 = 9.7)
Asymmetric case:
• 46.3 bit/s@407.2 km
• 153.5 km + 253.8 km (longest asymmetric distance)

L. Zhou et al., Nature Communications 14,928 (2023) 
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2) Open TF QKD  Simpler System
Practical Candidate:
New protocol, post-measurement-pairing QKD

TF QKD with closed configuration

Open TF QKD
Removing the phase 
tracking module?
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Post-measurement-pairing scheme

PRX Quantum 3, 020315 (2022) 
Nat. Commun. 13, 3903 (2022)

No phase tracking 
module

Open 
architecture Beat SKC0

Open TF-QKD X √ √

MDI-QKD √ √ X

AMDI/MP-QKD √ √ √

Generic MDI-QKD

Synchronous coincidence paring

Asynchronous coincidence paring
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Simpler System with different schemes

H. Tao et al., Physical Review Letter 130,030801 (2023) L. Zhou et al., Phys. Rev. Lett. 130, 250801 (2023)

W. Li et al., Phys. Rev. Lett. 130, 250802 (2023)

Practical Candidate:
New protocol, post-measurement-pairing QKD
New scheme, estimation of frequency and phase via data post-processing

Frequency difference estimation (maximum likelihood)
Frequency difference calibration with 
two independent ultra stable lasers

FFT based algorithm
(power spectrum density)
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Asynchronous MDI QKD system

Laser
• Ultra stable laser source  

(1550.12nm, ~1 Hz linewidth)
• Able to control lasers’ mutual 

frequency offset

Encoder
• 1GHz repetition rate (100% duty 

cycle)
• No need for phase tracking

Detector
• SNSPD (78.1% and 77% eff)
• DCR 10.1 Hz and 12.7 Hz
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Asynchronous two photons interference
Coincidence pairing
1) Frequency difference, 5 kHz
2) 0/pi modulation 
3) Short fibre

X basis QBER in the experiment
1) 201 km fibre
2) Different frequency differences 
3) Phase randomization & decoy state
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Asynchronous MDI / MP QKD

X basis QBER in the experiment
1) 201/306/413/508 km fibre
2) Small frequency difference 
3) Phase randomization & decoy state

Shorter paring intervals lead to lower QBER in X basis
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Asynchronous MDI / MP QKD
• 57.63Kbit/s@201km
• 5.18Kbit/s@306km
• 42bit/s@508km(SKR/SKC0=4.1) 
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Asynchronous MDI / MP QKD
• 57.63Kbit/s@201km
• 5.18Kbit/s@306km
• 42bit/s@508km(SKR/SKC0=4.1) 
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Key Rate Comparison

• The key rate of Asynchronous 
MDI / MP QKD is comparable 
with TF QKD 

• L < 200km, Decoy BB84

• 200km < L < 500km, 
Asynchronous MDI / MP QKD 

• L > 500km, TF QKD
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Summary and discussion

• Develop a first open TF-QKD setup and confirm the repeater-like behavior at a distance of 615 km  
• Open-channel stabilization technique with coherence frequency comb

• Implement a simple MDI-QKD that exploits post-measurement pairing technique
• Demonstrate the capability of asynchronous MDI-QKD (also named mode-pairing QKD) overcoming 
the SKC0 without global phase tracking
• Improve the clock rate and also use less-demanding lasers for practicality enhancement

• Develop a high count rate of up to 700 MC/s and a low afterpulsing of 0.5 % at a detection efficiency 
of 25.3 % for 1.25 GHz gated InGaAs/InP APDs

DLCZ scheme with single photon interference Y. Yong et al., Nature 578.7794(2020)  

Sensing the vibration with interference result G. Marra et al., Science 376.6595(2022)  
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Our group in the BAQIS, Zhiliang Yuan (group leader)
http://en.baqis.ac.cn/research/groups/?cid=816

Thank you !

The team behind this work:

Jinping Lin Yumang Jing Zhiliang Yuan

Hualei Yin (Nanjing University)

Tingting Shi (Institute of Semiconductors)
Yuanmei Xie (Nanjing University)
Yushuo Lu (Nanjing University)

Yuanbin Fan

http://en.baqis.ac.cn/research/groups/?cid=816
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